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02 From the editor

I
n the last few decades, the received wisdom among global 
elites has been that technology tends to make the world 
flatter, smaller, more open, and more equal. This now 
seems increasingly false, or at least simplistic. Countries 
are vying for dominance in technologies that could give 
them a strategic advantage: communications, energy, AI, 

surveillance, agricultural tech, cybersecurity, military tech … and 
now, amidst a global pandemic, medicine 
and manufacturing. The urge for nations 
to amass technological prowess and use it 
as an instrument of geopolitical power is 
what we mean by technonationalism. The 
thesis of this issue is that the post–Cold 
War order was already splintering, and 
covid-19 is finishing the job.

The biggest driving force in this trend 
is China’s rise as a tech superpower and 
the US’s consequent belligerence as its 
supremacy comes under threat. Mara 
Hvistendahl looks at how US law enforce-
ment has gotten mixed up in the rivalry 
between Western and Chinese agricul-
ture giants (page 58), and at how China’s 
government sweeps up data all around the 
world (page 56). Paradoxically, Karen Hao 
explains, even as the Chinese government 
amps up surveillance of its citizens, it is 
strengthening laws protecting their privacy 
as consumers (page 50). And James Temple 
shows how central China has become to 
renewable- energy technology (page 22).

As Steven Feldstein argues in the open-
ing essay (page 10), technonationalism 
plays a part in the strengthening of other 
autocracies too. Evan Gershkovich writes 
about Russian tech giant Yandex’s uneasy relationship with the 
Kremlin (page 38). Sonia Faleiro looks at the Indian government’s 
attempts to control information by simply shutting down the 
internet for periods of time (page 44). Richard Kemeny reports 
on how Brazil is becoming a surveillance state (page 34). Patrick 
Howell O’Neill profiles Israeli spyware company NSO, which has 
quietly built up its fortune by helping governments around the 
world snoop on people (page 62).

Covid-19 is intensifying technonationalist tendencies in part 
by laying bare the differences between countries that are handling 
the pandemic well and those that aren’t. Rowan Moore Gerety 
(page 68) delves into why America’s once-vibrant manufacturing 
sector, which switched nimbly to a war footing in the 1940s, now 
can’t churn out enough masks and equipment to keep citizens 
safe. Antonio Regalado examines the international race to find a 
vaccine (page 28) and interviews Larry Corey, who is in charge 
of the Trump administration’s vaccine trials (page 31). Krithika 

Varagur talks to people on the pandemic’s 
front lines in several of the countries that 
have done best against the disease (page 
14). Kati Krause and Patrick Leger take a 
closer look at Germany—a federal system 
like the US, but one where clear leadership 

from the top has produced a very different outcome (page 24).
Finally, Christine Rosen reviews a book by historian Jill Lepore 

on the forgotten history of “people analytics,” a discipline that was 
born of governments’ ambitions to predict and control their pop-
ulations (page 78). Konstantin Kakaes sums up five books on the 
complicated relationship between governments and technology 
(page 76). And we round off with a thought-provoking piece of 
fiction from Fatin Abbas (page 82).

My guess is that while we wait for a vaccine or treatment, the 
international contrasts will only grow more stark. In some coun-
tries, economies are already picking back up and life is returning 
to some semblance of normalcy. In others, there is decline, depres-
sion, uncertainty, and a feeling of being trapped in the horror of 
now. Technology will continue to be one more means by which 
countries seek advantage. As nation-states reassert their power 
in the world, the stories in this issue will help you understand the 
nature and limits of what they can do.

Gideon 
Lichfield 
is editor 
in chief of 
MIT Technology 
Review. 
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y late July, most rich countries had 
brought their covid-19 infection 
rates down far below their initial 
peaks. In the US, however, the 
number of daily new cases was at 
record highs and still climbing. 

The crisis has badly damaged global opin-
ion about American competence. A report in 
June from survey company Dalia Research 
revealed a broad consensus that China has 
handled covid-19 far better than the US. Of 
the 53 countries surveyed, ranging from 
Denmark to Iran, only two thought the US 
had responded better than China: Japan and 
the US itself. The Dalia survey also found 
that across the board, public perceptions of 
US global influence have markedly deteri-
orated. Nearly as many people believe that 
America’s impact on democracy has been 
negative as positive. People in stalwart 
democracies such as Canada, Germany, and 
the UK are particularly critical.

America’s abject failure to deal ade-
quately with the biggest global health emer-
gency in a century has prompted some 
experts to argue that the pandemic may 
serve as a geopolitical inflection point. Kurt 
Campbell and Rush Doshi wrote in March in 
Foreign Affairs that just as a bungled inter-
vention in the Suez crisis precipitated the 
end of the British empire, “the coronavirus 
pandemic could mark a ‘Suez moment’” for 
the US, as China “position[s] itself as the 
global leader in pandemic response.”

But even if the effects are not quite that 
drastic, they will be profound. The US’s 
declining stature in the wake of the pandemic 
is accelerating two global political trends that 
have emerged in the last five years. 

First, rising tensions between the US 
and China threaten to initiate a new arms 
race and a return of great-power rivalry. 
Second, from Turkey to Brazil to Hungary 
to Poland, an increasing number of coun-
tries are undergoing “autocratization,” 
centralizing power and restricting political 
freedoms—putting an end to the post–Cold 
War waves of democratization that ushered 
in new freedoms and rights for hundreds 
of millions of people. Taken together, these 
two trends will make for a more divided 
and uncertain world.

Covid-19 has accelerated 
two global trends that will 
shape the world in decades 

to come.

By STEVEN FELDSTEIN
Illustration by Pablo Delcan

THE 
VIRUS 
THAT 
SPLIT 
THE 

WORLD

A global digital divide
One visible manifestation of both the 
decline of US power and the resurgence 
of autocracy is the fragmenting of the global 
digital ecosystem. Since Google pulled out 
of China in 2010 over the government’s 
censorship of search results, China has 
cultivated a walled garden of applications 
primarily for use by its citizens. While the 
decoupling isn’t total—the Android and 
iOS mobile operating systems are preva-
lent, and programming languages like Java 
and Python are widely used—most Chinese 
never go on Twitter, Facebook, YouTube, 
Amazon, PayPal, or many other platforms, 
but instead use their local alternatives.

This fragmentation is part of a larger 
normative battle. China has been joined by 
Russia, Iran, and other autocratic regimes in 
promoting cyber sovereignty—the idea that 
countries should set their own rules on how 
their citizens use the internet. In Russia, 
the government is planning to implement 
a “sovereign internet,” a self-contained, 
centrally controlled system that would allow 
the country to cut itself off from the global 
internet entirely (see “Yandex’s balancing 
act,” page 38). By contrast, while the US and 
Europe differ on the nature and importance 
of privacy, the limits of free speech, and 
the right way to regulate Big Tech, there is 
broad agreement that the internet should 
be open and interoperable. 

These trends mean that increasingly, 
where large countries relied on size, mili-
tary force, or economic influence, they now 
also view technology (and not just the mil-
itary kind) as one of the keys to sustaining 
and extending their power. This paradigm, 
known as “technonationalism,” rests on two 
crucial assumptions: first, that an early tech-
nological lead gives countries a first-mover 
advantage, and second, that dominance in 
certain technologies, such as artificial intel-
ligence, gives them an edge in other fields. 
These assumptions do not need to be true 
to be influential. Under their logic, no coun-
try can afford to let competitors pull ahead. 

An illustration of this was the US 
Commerce Department’s decision in 
October 2019 to add 28 Chinese compa-
nies to its “entity list” of firms subject to 

The technonationalism issue
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trade restrictions. They include most of the 
leading Chinese AI firms, including iFly-
tek, SenseTime, and Megvii. Ostensibly, 
they were added as punishment for facil-
itating shocking human rights abuses 
against Muslim Uighurs in Xinjiang. But a 
secondary result was to hinder them from 
competing with US companies.

More recently, in May 2020, the White 
House released a strategy document accusing 
Chinese authorities of exploiting “the free 
and open rules-based order” and attempt-
ing to “reshape the international system in 
its favor.” It calls for renewed prosecutions 
of Chinese trade-secret theft and a stron-
ger process for preventing Chinese compa-
nies from acquiring advanced technologies, 
such as “hypersonics, quantum comput-
ing, artificial intelligence, and biotechnol-
ogy.” Subsequently, US officials tightened 
restrictions against Chinese electronics giant 
Huawei by blocking the company from using 
US technology or machinery to manufacture 
its chips. In late July, the Trump administra-
tion abruptly ordered China to close its con-
sulate in Houston, alleging that it was a hub 
for industrial espionage (see “Hacker, G-man, 
seed thief, spy,” page 58). China retaliated by 
closing the US consulate in Chengdu.

China, meanwhile, continues to lock out 
international companies that refuse to play 
by its rules—such as agreeing to censor 
search engine results, provide authorities 
with data on users, or hand over software 
source code and other proprietary data. 
It has also ramped up efforts to cultivate 
“mass innovation” and increase subsidies 
to strategic sectors such as AI, semicon-
ductor chips, and aerospace through pro-
grams like “Made in China 2025.”

China also promotes its companies and 
technologies to many countries in direct 
competition with US, European, and other 
firms. Beginning in 2015, Chinese officials 
began touting the “Digital Silk Road,” 
focused on internet connectivity, artificial 
intelligence, the digital economy, tele-
communications, smart cities, and cloud 
computing. This has led to  investments in 
at least 20 countries, totaling nearly $40 
billion, according to a 2019 estimate by 
the RWR Advisory Group, a consultancy. 

The Trump administration’s attempts 
to disentangle US technology supply 
chains from China and its moratorium 
on new visas for skilled foreign workers, 
announced in June and extended through 
December, only serve to help China. A 
report by Ishan Banerjee and Matt Sheehan
published by the Paulson Institute, a 
think tank in Chicago, found that while 
Chinese-educated AI researchers produced 
nearly one-third of all papers accepted 
at the NeurIPS conference, the leading 
AI research meeting in the world, most 
Chinese researchers study, live, and work 
in the United States. If they are forced to 
leave, such talent cannot be easily replaced.

If Joe Biden is elected president, his 
administration will no doubt reconsider 
some of these policies. Jake Sullivan, a Biden 
campaign advisor, recently said at an event at 
the Carnegie Endowment for International 
Peace (where I am a fellow) that there should 
be “less focus on trying to slow China down 
and more on running faster ourselves.” But 
whatever Biden does, the competition to 
determine international norms and stan-
dards for critical technologies will continue.

The geopolitics of repression
Other governments are also using tech-
nology to advance their political agendas. 
Even before the covid-19 crisis, the world 
was in the midst of an autocratic resur-
gence. Researchers from the Varieties of 
Democracy project estimate that 2.6 billion 
people, or 35% of the world’s population, 
are having their political liberties curtailed.

Authoritarians are using a raft of digital 
technologies to counter dissent, maintain 
political control, and stay in power. In my 
prior research and in an upcoming book, 

I document how cities in Kenya, Mexico, 
and Malaysia employ Chinese AI-powered 
technology to keep watch over citizens; 
how spyware from Israeli and US sources 
helps intelligence operatives in Saudi 
Arabia, the United Arab Emirates, and 
Egypt monitor dissent and track opposi-
tion figures; and how censorship and dis-
information campaigns enable authorities 
in Thailand and Pakistan to tamp down 
criticism and flood digital channels with 
pro-government narratives.

Autocratic regimes are far more likely 
to use these instruments for repression, 
but democracies sometimes use them to 
curb civil rights too. In the United States, 
for example, the advocacy group Freedom 
House observes, police have used technol-
ogies such as drones, facial recognition, 
and social-media surveillance in response 
to escalating Black Lives Matter protests.

The pandemic has accelerated this attri-
tion of individual liberties. Data collected by 
Samuel Woodhams of Top10VPN, a digital 
privacy group, shows that as of July 2020, 
50 countries had introduced contact trac-
ing apps, 35 had adopted alternative digital 
tracking measures, 11 had implemented 
advanced physical surveillance technol-
ogies, and 18 had imposed censorship 
related to covid-19. Many of the countries 
using these techniques are democracies.

A big problem is that governments are 
rushing out health surveillance technology 
without proper vetting or oversight. Bahrain, 
Kuwait, and Norway all launched intrusive 
covid-19 tracing apps that “actively carry out 
live or near-live tracking of users’ locations 
by frequently uploading GPS coordinates 
to a central server,” Amnesty International 
reported in June. The report caused Norway 

SOURCE: BLOOMBERG

Countries with investments 
from China’s Digital Silk Road

5.9

Digital Silk Road investments  
($ billions)

0.726
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Kalathil, and Jessica Ludwig wrote this 
year in the Journal of Democracy, “The 
CCP [Chinese Communist Party] has been 
forging an increasingly seamless synthe-
sis combining consumer convenience, 
surveillance, and censorship. This model 
is exemplified by such all-encompassing 
platforms as WeChat … which includes 
politically based content restrictions and 
lends itself to surveillance.” (See also the 
interview with Samantha Hoffman on 
page 56.)

Of course, technologies are often two-
edged swords. Digital tools help civic 
movements, journalists, and political chal-
lengers. The ability of social-media net-
works to rapidly mobilize citizens and 
swell mass protests is a potent threat that 
no regime has fully neutralized. 

It’s also worth remembering that while 
the US-China rivalry can dominate dis-
cussions about the future of technology, 
it’s not the only thing determining where 
trends are headed. The European Union, 
for example, is increasingly staking out 
its own independent policy positions. It’s 
emphasizing privacy, accountability for big 
tech firms, and transparency for big data 
and AI. India, Brazil, South Africa, Nigeria, 
and Indonesia are all deciding whether to 
try to carve out their own digital agendas or 
to act more as fence-sitters, playing China, 
the US, and the EU against one another.

Though commentators like Ian Bremmer 
of the Eurasia Group warn of a “great decou-
pling” between the US and China, with dire 
consequences for technology, talk of a new 
bipolar Cold War is overblown. There are 
too many new players and too many vari-
ables to assume that two superpowers will 
monopolize the rules of technology for the 
foreseeable future. Instead, we are likely 
to witness increased splintering as fresh 
ideas come to the fore, new platforms gain 
followings, and more people get online 
for the first time. A multipolar world with 
new, diverse sources of ideas, innovation, 
regulation, and geopolitical influence may 
not be such a bad thing at all. 

to suspend its app’s rollout; Bahrain and 
Kuwait have not.

Of course, digital technology isn’t 
responsible for authoritarianism’s resur-
gence, but it gives crucial advantages to 
unsavory regimes. This illiberal assault is 
putting inordinate pressure on the liberal 
international order and the institutions 
that uphold it, including the UN, NATO, 
the World Health Organization, the World 
Trade Organization, and others.

China and Russia stand to gain the most 
from this. Indeed, some experts argue that 
they have directly pursued a “digital author-
itarianism” strategy: providing powerful 
technology to help illiberal leaders entrench 
their regimes, thereby creating an autocratic 
alternative to the liberal international order. 

My own research suggests that most 
of these regimes would pursue anti-
democratic digital strategies even with-
out Russia’s and China’s help. All the same, 
there is reason to worry about the growing 
global spread of Chinese technology such 
as Huawei 5G networks, Transsion mobile 
phones, and WeChat for e-commerce 
and communication. Not only does this 
increase global reliance on Chinese tech-
nology, thereby enhancing China’s influ-
ence, but many products, such as WeChat’s 
social app or Alipay Health Code (which 
classifies users’ health status and deter-
mines whether they are allowed to travel or 
enter certain public spaces), are designed 
to facilitate government surveillance and 
censorship. As Christopher Walker, Shanthi 

Steven Feldstein is a senior fellow 
at the Carnegie Endowment for Inter-
national Peace.

Countries with the biggest increases in degree of autocracy 
from 2009 to 2019, from the Varieties of Democracy project

SOURCE: CARNEGIE ENDOWMENT.
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Why have some countries fared 

so much better than others in the 

face of the pandemic? This sum-

mer, MIT Technology Review spoke 

with people on the front lines of 

the response in five countries that 

have tackled covid-19 exceptionally 

well: Mongolia, Germany, Liberia, 

Vietnam, and Uruguay. 

These countries have nothing 

obvious in common. They run the 

gamut in terms of wealth, size, pop-

ulation, and style of government. 

What they shared was a swift, 

coordinated, apolitical government 

response. Where that has been 

lacking, no amount of scientific 

expertise, technical knowhow, or 

wealth can prevent disaster, as the 

United States all too grimly shows.

We also spoke with an official 

from Sweden, which has taken a 

different approach from its neigh-

bors by deliberately avoiding com-

plete lockdowns—a strategy with 

both virtues and defects. But even 

the most successful responders 

agreed, as they reflected on the 

last six months, that they face a 

long road ahead.

Interviews have been con-
densed and edited for clarity.

By Krithika Varagur
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Diseases since its inception. We do 
this for all kinds of disease, includ-
ing sexually transmitted diseases.

We also opened a dedicated, 
24-hour covid hotline. People 
were getting all kinds of wrong 
information from social media. 
One big hoax was that because 
Mongolians eat very healthily 
and live in traditional nomadic 
lifestyles, we would not get the 
virus and had a “natural immu-
nity.” Another big one was that 
because it is cold and dry, the 
virus does not survive here, and it 
only survives in warm and wet cli-
mates. Today, even the majority of 
herders and nomadic people have 
satellite TV with solar energy, so 
they can still access information. 

One side effect of this lockdown 
has been a significant reduction in 
cases of seasonal flu, pneumonia (a 
very serious problem every year), 
and foodborne and digestive illness. 

Every day, we are still con-
cerned, but our people are getting 
less worried. It’s summer now; the 
weather is getting nicer. People are 
going for picnics, riding horses. 
We have set up a lot of tempera-
ture checks at recreation spots 
in the countryside. Almost all the 
public spaces, starting with the 
malls and pharmacies, still require 
masks. But we realize that in the 
rural areas, wearing a mask every 
day is not possible.

We don’t know how long the 
state of emergency will last. Some 
of our highest officials have said 
we will close our borders indefi-
nitely. We cannot take anything for 
granted. In Japan, they lifted restric-
tions and the virus came back. Until 
the end of this summer, we are not 
easing quarantine at all. But schools 
will have to start in September. 
What we still recommend every 
day to the public is to stay ready, 
because community transmission 
might be just around the corner.

The technonationalism issue

COVID DEATHS 
AS OF 

JULY 20, 2020:

0

DAVAADORJ RENDOO

EPIDEMIOLOGIST, 
NATIONAL 

CENTER FOR 
PUBLIC HEALTH

Mongolia shares the world’s longest land border with 

China, but its early and highly centralized pandemic 

response has been so effective that not a single per-

son in the landlocked country has died from covid-19. 

A former army colonel turned public health official 

explains how Mongolia enacted its extensive quaran-

tine and testing regime under a state of emergency.

W e first heard about a new 
virus spreading in China 
around New Year’s Eve. 

On January 10, we issued our first 
public advisory, telling everyone 
in Mongolia to wear a mask. 

Here’s the thing: we don’t actu-
ally have a great public health sys-
tem. That’s why our administrators 
were so afraid of covid-19. We 
don’t have many respirators, for 
example. We were really afraid 
that if we got community transmis-
sion even once, it would become a 
disaster for us. What was in every-
one’s head was to be prepared 
before the spread. Another reason 
we were so keen to protect the 
community is because we have 
the world’s longest land border 
with China—2,880 miles [4,600 
kilometers]—as well as continu-
ous human flow for education and 
business from China to Mongolia.

Mongolia is a big country with 
a sparse population, about 3.2 mil-
lion people. Because our country 
has a very harsh, dry, and cold cli-
mate, every year from November 
to February we have an awful flu 
season, and the Ministry of Health 
always encourages people to prac-
tice good hygiene and wash hands, 
especially young children. So many 
of our suggestions were not new. 

We have been doing tests since 
January. We even started randomly 
screening pneumonia patients 
for covid-19 but never found a 
patient. We got the majority of our 
test kits from the World Health 
Organization (WHO), including 
rapid tests, and were able to scale 
it up pretty quickly.  

In February, we started flying 
Mongolians living abroad back 
home and testing them. 

We did not detect a single 
domestic case until March 9. One 
French national working in the 
southern province of Dornogovi 
was discovered to have had 
coronavirus. Since that day, the 
Ministry of Health has been con-
ducting daily situation briefings to 
talk about how many cases were 
imported, what the high-risk areas 
are. After that case was announced, 
people became even more obedi-
ent to our directives. But we were 
so ready for this case. We really 
had enough time to prepare. 

For that French national, we 
undertook very extensive contact 
tracing and identified 120 people 
who had had some contact with 
him. This is not the first time we 
have done contact tracing; it has 
been part of the mandate of the 
National Center of Communicable 

M O N G O L I A
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The government-run Robert 

Koch Institute for public 

health research in Berlin 

has been at the forefront 

of the country’s robust 

pandemic response, lead-

ing the search for a vac-

cine and racing to push 

out vast stocks of tests.  

A career epidemiologist 

at the institute explains 

the challenges of reopen-

ing, communicating risk, 

and contact tracing in the 

German context.

T he first confirmed case in 
Germany was not really the 
first suspected case. We had 

several suspected cases earlier on, 
which were all negative, but then 
we were not so surprised that one 
day, on January 27 in Munich, one 
of these cases proved positive. By 
that time, we already had several 
important things in place: our 
case definition, our test criteria, 
our hygiene and infection preven-
tion and control recommenda-
tions, and our recommendations 
concerning contact tracing.  

Our value of “R,” or the repro-
duction number of the virus, 
which Chancellor Angela Merkel 
has used frequently in public 
addresses, is still something we 
calculate and report on a daily 
basis. Of course now we have 
far fewer cases than in March, so 
any outbreak at this point has a 
direct impact on our reproduction 

G E R M A N Y
numbers. It’s up and down, but 
it’s around one now (meaning 
every patient infects on average 
one other person). We currently 
[as of June 18] have a median case 
number of 300 to 350 cases each 
day, which is low.  

Of course it’s possible there 
will be a second wave. And our 
main objective then is to keep the 
incidence of new cases as low as 
possible. We are already trying 
to do sensitive testing of any-
one with any respiratory disease 
and in any symptomatic patients 
that belong to a cluster, or who 
live in certain risky surroundings 
like nursing homes. And there is 
the political commitment that if 
necessary—if a county has cases 
above a certain threshold—they 
will have to reintroduce local lock-
down measures.

We are also trying to prepare 
for a vaccine. In June, the Health 
Ministry formed an alliance with 
France, Italy, and the Netherlands 
and signed a contract for pre- 
orders of 300 million doses of a 
coronavirus vaccine currently in 
development.

One of the main pillars in our 
attempt to keep numbers low 
was intense contact tracing. As 
of June, we have a new mobile 
app. But before that, we did con-
tact tracing the traditional way—
ever since this started in January 
until the peak, when we had six 
or seven thousand cases each day. 
We tried to convince local health 
authorities that they have to do 
this contact tracing work, even 
if the numbers are high, because 
it’s important to break any infec-
tion train in this outbreak. Very 

COVID DEATHS 
AS OF 

JULY 20, 2020:

9,086 

LARS SCHAADE

VICE PRESIDENT, 
ROBERT KOCH 
INSTITUTE

BERLIN, 
GERMANY

early on, we discussed the pos-
sibility of a contact tracing app, 
and of course it was on our mind 
to have a GPS tracking system. 
But also very early on, the data 
protection people called us and 
told us that this would never 
happen. Then we looked for an 
alternative, and it became clear 
that Bluetooth technology could 
offer one. [Editor’s note: GPS-
based contact tracing apps track a 
phone’s location at all times, while 
Bluetooth-based ones just track  

proximity to other phones without 
necessarily revealing a person’s 
movements.] We were very much 
in favor of the centralized system 
at first, because it would give us 
the opportunity to have an over-
view of what exactly happened. 
But balancing the concerns of 
data protection, we settled on this 
decentralized system, which has 
one main disadvantage: we don’t 
know what happened in a specific 
case. (As in, it doesn’t make it 
into our server.) So we have to 
still supplement it with additional 
surveillance and investigations, 
but the data protection people are 
happy with the solution.  

The coronavirus crisis has 
already lasted six months—a very 
long time for crisis management, 
even though we have dealt with 
pandemics in Germany in the 
past. Everyone at the institute is 
pretty tired right now.

They have to do this contact 
tracing work, even if the num-
bers are high.
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Covid-19 was the second pandemic of the decade for 

Liberia, which was devastated by Ebola just five years 

ago. A US-trained public health officer who served 

in both emergencies explains how some institutional 

knowledge was carried over, as well as how the virus 

entered the country despite considerable precautions.

T he moment we heard that 
there was this new disease 
in China, we knew there 

was no chance that we wouldn’t 
get the disease in Liberia. The 
question was just: When is it 
coming? So we had to prepare.

In January, Liberia became one 
of the first countries in the world 
to start screening for covid-19 at 
airports, based on our experience 
from Ebola and our understanding 
that our health system would not 
be as strong as anticipated. Those 
coming from a highly infected 
country at that time (anywhere 
with over 200 recorded cases) 
would have to be quarantined in 
our Precautionary Observation 
Center for 14 days upon arrival in 
the country. These were in hotels, 
and we monitored the travelers 
two to three times a day.

Our initial strategy was to 
prevent covid from coming into 
Liberia. We knew that it would 
have to come through the airport. 

So we thought, if we can proac-
tively get somebody who comes 
in from a high-risk area and 
quickly isolate them, and if they 
come down with the virus, we 
can quickly get their sample and 
get it tested. And if it were pos-
itive, you would not have to go 
through a major round of contact 
tracing, since this person was 
being isolated.

I have served in public health 
both during the Liberian Civil 
War and later during Hurricane 
Katrina in the US. I was the 
county health officer in Anson 
County, North Carolina. I learned 
a lot about disaster prepared-
ness when I went to help out in 
Louisiana. 

During the Ebola crisis [of 
2014-2015] in Liberia, I was the 
deputy incident manager, in 
charge of medical response and 
planning. Once covid-19 arrived, 
we started immediately to put the 
lessons we’d learned from Ebola 

into practice, because people were 
still aware of them: basic preven-
tive measures like handwashing 
and basic social distancing. But 
when people begin to realize that 
covid-19 is not as severe as Ebola 
was, doubts began to come in. 
Then the hoaxes began. 

The biggest thing we are fight-
ing is the idea that the coronavirus 
is not real, that the government 
and international organizations 
are doing this to make money for 
themselves. Another is the fact 
that even those who have been 
tested positive, [if they] don’t 
show any major signs, sometimes 
don’t believe that they have it. 
So if you are at the treatment 
unit and you communicate with 
your relatives and family mem-
bers that “Oh, there is nothing 
happening to me,” people don’t 
think it’s serious. The difference 
between covid and Ebola is that 
with Ebola I could see with my 
own eyes, even before the test 
result came, that a person had 
Ebola, because an infected person 
is usually not able to carry their 
own body weight. And when we 
did active case searches, it was 
very, very easy to quickly iden-
tify those who may have Ebola. 
For covid, there are people who 
are basically completely asymp-
tomatic. We have begun to edu-
cate them that “Look, it’s not just 
you being treated. What we are 
doing is basically to isolate you 
from your relatives so that you 
can’t get them infected.”

When covid started, we had 
only one ventilator in the country, 
but now we have three, thanks 
to donations. But we have been 
lucky thus far that we have not 
made use of our ventilators. What 
this means, of course, is that the 
cases in our country so far have 
not been too severe. But that can 
change.  

L I B E R I A

FRANCIS KATEH 

DEPUTY MINISTER 
OF HEALTH AND 
CHIEF MEDICAL 
OFFICER FOR 
LIBERIA

MONROVIA, 
LIBERIA

The biggest thing we are fi ghting is the idea that the 
coronavirus is not real, that the government and inter-
national organizations are doing this to make money for 
themselves.
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U R U G U A Y

RAFAEL RADI

BIOCHEMIST

FERNANDO 
PAGANINI

DATA SCIENTIST

Uruguay has been a rare 

bright spot in coronavirus- 

ravaged South America, 

thanks to a highly devel-

oped research infrastruc-

ture, a tradition of at-home 

medical care, and a strong 

public health system. Two 

key advisors to the gov-

ernment’s pandemic response 

team explain how they scaled 

up their tests so fast and 

why they are now encouraging 

people to go outside more.

T he first cases in Uruguay were 
confirmed on March 13, and 
the national working group 

that we convened of about 60 peo-
ple met with the president on April 
16. There were two main arms, one 
in health and one in data science 
and modeling.

The number of cases never 
really built up to the point where we 
had no control. You could almost 
track our epidemic through five or 
six distinct outbreaks that we’ve 
had, all with around 50 to 60 cases, 
and they’re all basically isolated. 
The most recent outbreak was in a 
province called Treinta y Tres that 
is close to the Brazilian border, and 
this was the second outbreak we 
had of Brazilian origin. That bor-
der is technically closed, but there 
are some border towns which are 
binational, so it’s hard to enforce. 
Actually, the main street in one of 
these towns is the border. So peo-
ple will just cross freely. You cannot 

really be as locked down as we 
would like in those border towns.

Right now there’s a reasonably 
good capability of PCR testing. 
[Editor’s note: polymerase chain 
reaction, or PCR, is the standard 
method of identifying a virus from 
its genetic material.] We have built 
up enough capacity that if there’s 
any outbreak, we can do contact 
tracing not just of the immediate 
contacts, but even second-order 
contacts. We’ve been doing that, 
plus some random testing of people 
around outbreak hot spots. As for 
the people who actually do the field 
testing, we have been relying on the 
existing capacity of the health min-
istry in terms of infectious diseases. 
We are used to dealing with other 
kinds of epidemics, like dengue, 
and so far we haven’t had a high 
enough number of cases to involve 
people outside their expertise. But 
it’s not really high tech. These guys 
are doing the job as it has long been 
done: lots of phone calls.

There was an early scientific 
response even before the disease 
arrived in the country in terms of 
interacting with research networks 
around the world and sharing 
reagents with different universi-
ties and centers abroad, such as the 
University of Hong Kong and the 
Pasteur Institute in France, to gen-
erate molecular biology tests here. 
Our first tests emerged from an 
agreement between the University 
of the Republic, a local affiliate of 
the Pasteur Institute, and our cen-
tral government.

One specific thing we have here 
that is perhaps not so common 
around the world is that we have 
a lot of home-based medicine. We 

can tell people to stay at home and 
the doctor will come to you— not 
a paramedic, an actual doctor. So 
nobody really went to the hospital 
at the start of the pandemic, and 
there was no dissemination [of the 
virus] there. The testing teams went 
directly to people’s homes with all 
the equipment on them, and they 
did the sampling there. That was 
a key factor, I think, in keeping 
the initial outbreak under control.  

I think the initial scare played 
a role in getting people to fol-
low social distancing guidelines 
because we were getting news 
mainly from Italy and Spain, and 
most of our population has Italian 
or Spanish origins. We were get-
ting these pictures from Italy and 
Spain that were really scary, and 
when the government came out in 
a press conference and said “You 
need to stay at home and need to 
social-distance,” people were very 
willing to comply, even if our lock-
down wasn’t mandatory. 

Today, although Uruguay has 
one of the older populations in 
South America, we think it’s neces-
sary for the elderly to have affection 
and to have talks in patios or gar-
dens, in the open air. There is very 
little infection that happens in open 
spaces. So we are now promoting 
social networks that interact in 
open spaces, maintaining social 
distance, and with a relatively short 
period of time, but trying to avoid 
isolation because that was creating 
a large physical and mental stress 
in the elderly.  

One more thing: we have this 
popular traditional drink here 
called maté [a caffeine-rich herbal 
tea], which you typically pass from 
one person to another. This social 
tradition, which has been with us 
for hundreds of years, has been cut 
dramatically. We are not sharing 
maté anymore. We do single-serve 
maté now.

MONTEVIDEO, 
URUGUAY
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it so difficult both to control it and 
to measure and understand it. It 
jumps from one group to the other 
in clusters. There was a recent out-
break in the mines up in the north 
[in Gällivare, in June 2020] because 
a lot of people collected in one 
place. So I think if anything, we 
need to have some preparedness 
for more of these local outbreaks—
to be very much on our toes and  
to be able to handle them quickly.

To some extent, migrants and 
refugees have been hit harder by 
the pandemic. Crowdedness is 
one reason. And they tend to work 
in high-contact professions. So 
it’s not an ethnicity problem per 
se. We definitely see to it that the 
information is available in all the 
many languages of people who 
come and live in Sweden these 
days. We have close connections 
with those communities through 
a number of people belonging to 
those communities. 

We still don’t, at this stage, see 
the obvious need for everyone to 
wear a mask in Sweden based on 
the knowledge that’s been sup-
plied so far. I mean, we’re looking 
at everything and more data that is 
coming in. There might be a place 
for face masks at different times in 
different populations. But it’s very 
difficult to measure the effect of 
face masks in a population.

It’s difficult to know what the 
long run holds, because when you 
let people loose, there’s a lot of 
temptation to go too far. That’s why 
we believe in the Swedish model: 
to not have drastic changes in how 
much you can meet people and 
so on. For many of the countries 
opening up now, figuring out how 
to stop at the right level is going to 
be the big challenge. I’m not sure 
we’re going to see your classical 
second wave, like in 1918. I think 
we’re going to see more local out-
breaks like the one in Gällivare. 

Sweden’s controversial, 

less-stringent lockdown has 

made an unlikely star of 

its state epidemiologist. 

He told us why he still 

believes in the national 

strategy and why he thinks 

a classic second wave is 

unlikely. Proportionately, 

Sweden has suffered many 

more deaths than its neigh-

bors. Norway has had 48 

coronavirus deaths per mil-

lion people, Finland 60, 

Denmark 105, and Sweden 547.

I t’s strange to have the world 
watching Sweden’s coronavirus 
strategy. It’s not what normally 

happens to public servants any-
where in the world, and definitely 
not in Sweden. And it’s also kind of 
a problem, because it leaves a lot 
open to interpretation, especially 
when it’s translated through dif-
ferent media sources. 

We considered everything 
earlier in the year, including a 
harsher lockdown. I think a num-
ber of things led us to stick to our 
original plan. There was really no 
evidence showing that total lock-
down was better. We managed to 
keep the increase in cases fairly 
low all the time. So we didn’t have 
the dramatic changes in caseload 
that especially the UK, but also the 
Netherlands and some other coun-
tries, had. We could show that we 
managed to keep the number of 
cases down to a level where the sys-
tem could keep on coping with it.  

ANDERS TEGNELL

STATE 
EPIDEMIOLOGIST 

OF SWEDEN

In the beginning we had what 
we call “IKEA syndrome,” mean-
ing that our health system was 
very reliant on just-in-time sup-
ply chains. Many hospitals even got 
supplies several times a day, and 
sufficient stocks didn’t exist any-
where. Everything was always “on 
its way” from manufacturer to user. 
That caused a lot of unnecessary 
problems for health-care workers. 
Supplies arrived, but usually very, 
very late, so that they were never 
quite sure, when they went home 
in the evening, if there would be 
any more the next day. There was 
always protective equipment in 
place, but this constant fight to get 
hold of other things, I think, really 
nagged on people. It’s not com-
pletely under control yet, but it’s a 
lot better now: very few hospitals 
report lack of supplies anymore.

During our modified lockdown, 
Sweden increased its ICU [inten-
sive care unit] capacity to the level 
where there are always at least 
20% of the beds free at any given 
time. And then every medical pro-
cedure that could be delayed, has 
been delayed. 

It’s true that herd immunity 
has been slower than expected, for 
several reasons. The populations 
we’ve been testing are probably not 
very representative of patients as 
a whole. We’ve been only testing 
people who come into primary care 
and so on. When we test in com-
panies or people working in hos-
pitals, we see much higher levels 
of immunity. So we are now trying 
to put together this jigsaw puzzle 
from different sources of data. The 
problem with this disease is that 
the spread seems to be very patchy. 
Some workplaces in Sweden have 
0.5% immunity; other workplaces 
have 20% immunity. So you really 
need to test a lot of people. 

This patchiness in the virus is 
really a problem, because it makes 

S W E D E N

COVID DEATHS 
AS OF 

JULY 20, 2020:

5,619

STOCKHOLM,  
SWEDEN
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Vietnam, population 97 million, is the world’s larg-

est country with zero coronavirus deaths. The one-

party state implemented aggressive quarantines. It 

also funneled most of its coronavirus patients into 

one central hospital in Saigon. 

I t was in December 2019 
when I first heard about the 
new virus in Wuhan. We pre-

dicted that this disease would 
come to Vietnam soon, because 
China is very near Vietnam and 
we share a long border. We had 
different scenarios: What should 
we do when we have the first case? 
What should we do when we have 
10 cases? 100 cases? Countless 
cases? We carefully prepared 
for each scenario. And we kept 
reminding all staff that they must 
protect themselves and strictly 
obey all of the hospital’s guidance 
to keep them safe. 

Our hospital is the national 
hospital for tropical disease, so the 
government decided to send the 
majority of our country’s patients 
here. In Vietnam, the first case 
was in January 2020, and about 
two months after that we expe-
rienced the peak, when we had 
around 100 cases in our hospital. 
And we had hundreds more cases 
in isolation, who also stayed in our 
hospital. So our whole hospital 
was only for covid-19.

All the staff also stayed in the 
hospital. We didn’t go home. So 
we were also quarantined for 
more than three months. We have 
around 350 staff. The decision 
for us to stay here was made in 
January. It was tough, because we 

had to stay away from our fami-
lies, and every day we had to treat 
these sick patients and hear about 
their situations. 

We always had enough PPE 
[personal protective equipment]. 
Our factories also started produc-
ing extra in February. At the begin-
ning of the pandemic, we worried 
that maybe we would lack that, so 
we tried to reuse N95 masks and 
we tried to reduce using PPE by, 

for example, only wearing one 
during the four hours when we 
worked directly in the patients’ 
area. But at this moment, we have 
so much PPE that we are export-
ing it to other countries.  

I think in the country’s fight 
against covid-19, the media has 
been very important. They provide 
continuous information, so that 
the population can have real-time 
updates, and then believe in the 
government and strictly obey all 
their guidelines. We also have many 
funny videos about handwashing 
and wearing masks, some of them 
with famous singers. And this also 

made it easier for the children and 
for elderly people to understand 
and apply those guidelines. We 
highly appreciate that Vietnamese 
people basically followed all the 
rules, because it helped us a lot. 
The reason we can assist them up 
until today was because we success-
fully limited the numbers [of new 
infections]. Vietnam is a develop-
ing country and our resources are 
very, very limited.

When I finally got to go home 
to my family again, it was on May 
29. We were allowed to go because 
we had no more positive cases in 
our hospital. On an average day 
during the peak in March and 
April, it really felt like we were 
working 24-hour days. Those 
three months were shorter than 

what I had expected, because at 
the beginning of the pandemic, 
it was growing so fast around 
the world. But we are lucky in 
Vietnam. Only two medical staff 
across the whole country ever got 
covid-19. They were both working 
in the ICU with severe patients, 
intubating them. It was a bad expe-
rience for us, but thanks to that, we 
improved our safety procedures. 
For me, life is still not back to nor-
mal now because our department 
still serves covid-19 patients, so 
we are still quarantined from the 
greater community. But our days 
are not as long now. 
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CHINA
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C hina has transformed itself into a clean-energy 
powerhouse that now produces most of the world’s 
solar panels, wind turbines, electric vehicles, and 

lithium-ion batteries. 
Market dominance, manufacturing expertise, and 

established supply chains give China huge leverage over 
the global clean-energy sector. It could enable the coun-
try to dictate technical standards and terms of trade, 
while seizing most of the jobs and revenue that arise 
from the shift away from fossil fuels.

Other nations hope to build up their own clean-tech 
manufacturing capacity to reduce their reliance on other 
countries and boost domestic jobs. But China’s mar-
ket share, and the nearly two decades it took to build it, 
means any country that hopes to rapidly shift away from 
fossil fuels will still need to find ways to successfully col-
laborate and trade with that nation.

CHINA: CLEAN-TECH 
SUPERPOWER

By James Temple

C H E A P  P R I C E S 
K I C K E D  O F F  A 
G L O B A L  B O O M
China has installed 
nearly three times 
as much as solar 
generation as the 
US, and 55% more 
than the EU. 

R A M P E D - U P  P R O D U C T I O N  P U S H E D  D O W N  P R I C E S 
China’s manufacturers have used automation and other 
innovations to make photovoltaic modules cheaper. 
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C H I N A  D O M I N A T E S  G L O B A L  S O L A R  P R O D U C T I O N
Chinese manufacturers produce the vast majority of the 
world’s growing supply of photovoltaic solar cells.
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S O L A R  P R O D U C T I O N  H A S  L A G G E D  I N  T H E  U S ,  E U R O P E ,  A N D  J A P A N 
Japan and Europe produce fewer solar cells, and the US just about the same amount, 
compared with 2010. 

C H I N A  A L S O  D O M I N A T E S  I N  W I N D ,  B A T T E R I E S ,  A N D  E L E C T R I C  V E H I C L E S
The nation produces most of the world’s lithium-ion batteries and wind turbines, and 
sells the biggest share of the world’s electric vehicles.
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HOW GERMANY TAMED COVID
By  Kati Krause  /  Illustrated by  Patrick Leger

And now covid-19 is starting to appear. 

Germany registered its first cases 
in late January, and thought it could 

contain them.

But on February 23, as parts of north-
ern Italy go into lockdown, virologist 
Christian Drosten, a close advisor to 

Merkel, gives the bad news. 

A few days later, authorities identify 
Germany’s first superspreading event, 
a carnival meeting in a town near the 
Dutch border. the painstaking task of 

contact tracing begins.

On March 9, Germany reports  
its first two covid deaths. 

The DAX stock index drops by 8%,  
its biggest loss since 9/11. 

A day later, Berlin closes its  
big public theaters and opera houses. 

Up to now,  
Merkel has hardly been seen.

Please tell us every-
one you’ve been in 
contact with over the 
past two weeks.

February 2020. Angela Merkel is nearing the end of 
her fourth term as Germany’s chancellor. Things 
aren’t going well.

Her open-door policy toward refugees has fueled 
the rise of the far right. 

Some in the CDU are speculating about 
an early end to her chancellorship. 

In one state, her own CDU party has just 
voted to join forces with the far-right AfD.

And CDU chair Annegret Kramp-Karrenbauer, 
Merkel's chosen successor, has quit.

I no longer 
believe we  
can avoid a 
pandemic.
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“I’m addressing you in this unusual way 
today because this is part of what open 
democracy is about: that we make political 
decisions transparent and explain them.” 

“Please take this seriously. Since German 
reunification--no, since the Second World 
War--there has not been a challenge for 
our country that depends so much on our 

acting in solidarity.”

Schools and nurseries close. 

The Bundesliga suspends all soccer matches. 

Church services are banned. 

All shops except supermarkets  

and pharmacies close. 

Most land borders are locked down. 

Playgrounds are shuttered. 

Germans are asked to cancel all vacations. 

There is  
no vaccine, 
no treatment: 
60% to 70% of 
the population 
may become 
infected.

“I firmly believe that we will pass  
this test if all citizens genuinely  

see this as THEIR task.”

As total cases pass 25,000,  
Germany goes into lockdown.

But the people trust  
Merkel’s scientific advisors. 

Drosten’s 40-minute 
“Coronavirus Update” quickly 
becomes the most popular 
Apple podcast in Germany.

And the Robert Koch Institute 
publishes the virus’s repro-

duction rate, or R-value, 
every day, urging people to 

push it below 1. 

And on March 18, for the first 
time in her 15 years as chancel-
lor, she addresses the German 
people directly on TV. 

My dear fellow 
citizens, the  

coronavirus is 
changing daily 

life in our coun-
try dramatically.

 “OK.” 
“Agreed.” 

“Ja.”

Over the next week, the gov-
ernment takes drastic steps.

But now she finally swings into action, acknowledging the 
grim truth in a speech to parliament on March 10.

On March 12, she holds a phone conference with the 16 state 
governors. They all agree to follow the guidance of the 
federal disease control agency, the Robert Koch Institute.

It is imperative 
that we act in 

unison.
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Meanwhile, the German fed-
eral government does what 
it does best: it cushions the 
blow with money.

Despite having one of the 
highest median ages in 
Europe, Germany has a 
remarkably low death rate.

But the authorities are care-
ful not to declare victory.

One reason there are fewer deaths is that 
the early cases were among skiers who’d 
caught covid abroad. They were mostly 

healthy and young, and recovered quickly. 

Germany also started mass testing quickly. 
So it detected more mild cases, and caught 

more infections in time to help people.
And it rapidly  
put lots of  
people to work 
on contact 
tracing. 

We have left 
the first 

phase of the 
pandemic 

behind us, 
but we’re 

still at 
the begin-
ning of the 
pandemic.

Let’s not  
have  

reopening 
discussion 

orgies.

The lockdown 
measures are 
working. The 

R-value is 
now 1. But we 

need to push it 
below 1!

This interim  
result is  
fragile.  

We are on  
thin ice.

It’s our 
obligation not 
to endanger 
everything 

we’ve achieved.

After Easter and just 
over a month of lockdown,  
the state governments 
start talking about 
reopening. Now Merkel’s 
job is to slow them down. 

Case fatality  

rates on April 7

Italy
UK

France
Spain

US
South Korea

Germany

12.5%

12.5%

12%

8.8%

3%

 1.9%

 1.6%

 

On April 1,  

the number of  

new daily infections  

peaks at 6,561.

6,000

4,000

2,000

March

We’re adding 122 
billion euros 

to our federal 
budget.
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But trust in the federal government  
is now so high that when it launches  

a coronavirus tracking app in mid-June,  
15 million people download it in the first 

three weeks.

Privacy-conscious Germans now also 
have to give their contact details in many 
places, so they can be notified if it turns 

out someone nearby had the virus. 

And when the EU reopens most  
internal borders on June 15, Germans 

enthusiastically go on vacation. 

As Germany assumes the 
EU Council presidency on 
July 1, 82% of Germans 
think the government is 
doing a good job. Only one 
in four is still worried 
about the pandemic. 

Meanwhile, together 
with France's Emmanuel 
Macron, Merkel pushes 
EU leaders to approve a 
500-billion-euro recovery 
fund for struggling 
countries.

At the end of April, masks 
become compulsory in shops, on 

public transport, and in other 
public indoor spaces--

--a huge step for Germans, who 
consider showing one’s face part 
of the national culture. 

I’d like the 
schnitzel 
with…

Have you down-
loaded the app yet?

Yes, 
Grandma...

I need your 
name, address, 
and phone 
number first!

The chancellor  
and I put it 
on paper: it's 
our absolute 
priority. 

It will 
not fail 
because 

of us.

Most Germans think 
Merkel's next job 

should be to tackle 
climate change.  
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T he Chinese company 
Sinovac Biotech devel-
oped an experimental 

vaccine for SARS back in 2004. 
That disease went away after 
killing just 800 people, and 
the project was shelved. But it 
meant that when the new coro-
navirus, SARS-CoV-2, exploded 
in China last January, the com-
pany had a road map for what 
to do next. Four months later, 
it published evidence that it 
could protect monkeys against 
the disease using a simple vac-
cine made from killed virus.

By then, though, China 
had a different problem: not 
enough covid-19. Its draco-
nian lockdown measures had 
quashed the virus at home so 
effectively that doctors couldn’t 
find patients to fully test their 
vaccine on. The US had plenty 
of infections, but tensions 
between the countries meant 

The whole world 
wants a vaccine, but 
countries will naturally 
try to secure a supply 
for themselves first.

By Antonio Regalado

no Chinese vaccine for covid-19 
will ever be tested on US soil. 

So in June Sinovac struck a 
deal with a Brazilian vaccine 
center, the Butantan Institute 
in São Paulo, to run a large trial 
there on about 9,000 health-
care workers. For Brazil, bat-
tered by covid-19, the study 
comes with a clear quid pro 
quo. Butantan will pay for the 
trial and recruit volunteers; in 
exchange, Sinovac has prom-
ised to supply Brazil with 60 
million vaccine doses and to 
let it manufacture further sup-
plies as well. 

Brazil can do that because, 
since the 1980s, it has care-
fully protected its ability to 
study, manufacture, and bot-
tle vaccines at Butantan and 
at a second center near Rio de 
Janeiro. “The national immu-
nization program of Brazil has 
self-sufficiency as a goal,” says 

Ricardo Palacios, the Butantan 
infectious-disease doctor who 
is running the study. 

People in every country in 
the world will soon be clamoring 
for covid-19 vaccines. The US, 
through a government initiative 
called Operation Warp Speed, 
has already spent more than $5 
billion to get drug makers to 
manufacture vaccines on its soil. 
China has a portfolio of its own 
candidates and has ramped up 
investment in biomanufactur-
ing. But other countries, partic-
ularly in Europe, over the years 
have sold off or shuttered gov-
ernment manufacturing centers, 
let national expertise disappear, 
lost interest, or come to rely on 
neighbors to make and bottle 
vaccines.

An ample supply of a covid 
vaccine could become a coin 
of geopolitical power, as oil 
and nuclear weapons are now. 

Governments will be counting 
on it to allow them to reopen 
economies and assure political 
stability. Alliances are already 
shifting, with leverage going to 
countries that can create vac-
cines, test them, manufacture 
bulk ingredients, and perform 
the “fill and finish” bottling. 
The rest of the world appre-
hensively watches, fearful of 
being left defenseless against 
the deadly pandemic.  

AMERICA FIRST
The race toward covid vaccines 
has moved with unprecedented 
speed. As of July, several candi-
dates, including Sinovac’s, had 
been shown to protect monkeys 
and proved safe in initial tests 
on people; the next phase of 
clinical trials tests whether they 
work at conferring immunity. 
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Experts say we’ll need several 
vaccines, not just one, and 
it’s likely that supplies will be 
sharply limited at first. That’s 
why there is already unprec-
edented competition among 
nations to secure the shots. 

Behind the scenes, barter-
ing for access to vaccines has 
already started, and everything 
is on the table, says Pierre 
Morgon, a biotech consultant 
who has been working with 
CanSino, another Chinese 
maker of covid vaccines. “You 
get into the dark world of horse 
trading,” he says. During the 
H1N1 flu pandemic in 2009, 
when he was with the French 
drug company Sanofi, Morgon 
says, diplomats in Paris selected 
which countries should get pri-
ority supplies. The list included 
nations that supply commodi-
ties France depends on: gas, oil, 
and uranium. “It was not even 
thinly veiled,” says Morgon.

And it won’t only be states 
vying for access, but also com-
panies, individuals, even crim-
inal gangs ready to hijack a 
refrigerator truck. During the 
H1N1 outbreak, France posted 
its gendarmerie at the gates of 
the Sanofi factory. “When you 
have something in short supply 
and high demand, it has a street 
value,” says Morgon. “Just look 
at the masks, with people resell-
ing them at massive multiples.” 
Western intelligence services 
allege that Russia has already 
deployed a team of hackers 
known as Cozy Bear to extract 
vaccine secrets from UK and 
US servers.

In the US, the Trump admin-
istration has the aim of secur-
ing 300 million doses of a safe, 
effective vaccine by January, 
something it has sought to guar-
antee through “pre-purchase” 

agreements. When it announced 
a $1.6 billion payment to 
Novavax, a biotech company 
with no vaccines on the market 
(the money is for manufacturing 
one), the Department of Health 
and Human Services specified 
that “the federal government 
will own the 100 million doses 
of investigational vaccine” 
expected to result from the 
contracts. 

The implication: it’s for 
Americans first.

A similarly risky US advance 
purchase deal with Paris-based 
Sanofi—risky because no vac-
cine is guaranteed to work—
created a diplomatic breach 
with France. Sanofi’s CEO, 
Paul Hudson, said the US “has 
the right to the largest preorder 
because it’s invested in taking 
the risk.” French officials called 
the explanation “unacceptable,” 
saying a vaccine should be “a 

global public good” and that 
“equal access for everyone 
to the vaccine is not negotia-
ble.” Similarly, in June Doctors 
Without Borders, the interna-
tional nongovernment medical 
group, put out a fiery statement 
against “nationalist stockpiling 
measures,” saying that “global 
solidarity should be paramount.” 

The nonprofit Gavi vac-
cine alliance, which is based 
in Geneva and buys vaccines 
for poor countries, is raising 
$2 billion to make its own 
pre-purchase agreements for 
covid-19 immunizations so 
that everyone will get supplies 
at the same time. “We saw a 
danger that vaccines would get 
snapped up by wealthy coun-
tries, and there would be no vac-
cines for the rest of the world,” 
says Gavi CEO Seth Berkley. 

“I understand national gov-
ernments trying to protect their 

citizens … but the issue is that 
you are not safe unless every-
one is safe,” he says. “If epi-
demics are raging in the rest 
of the world, you can’t go back 
to normal, you can’t travel, you 
can’t do tourism—you are not 
going to get the reprieve from 
the economic crisis.” 

Better than trying to immu-
nize everyone in a few coun-
tries first, says Berkley, would 
be to distribute the initial doses 
to vaccinate a portion of each 
country’s population. If there 
are 2 billion doses available in 
2021, as he anticipates, every 
country could vaccinate 20% 
of its people, including health 
workers, those at higher risk, 
and potential “superspread-
ers” like prisoners, people in 
refugee camps, and workers 
at meatpacking plants.  

The reality could be a little 
different, says Clint Hermes, a 
lawyer at Bass, Berry & Sims, 
who specializes in vaccine tri-
als. “It may not be fair that some 
countries buy ahead of oth-
ers, but that is what is likely 
to happen,” says Hermes. “I 
don’t think anyone expects the 
US to send vaccine to Angola 
before it gets to Arkansas … 
The real challenge with equi-
table access is how to make it 
work. Ethicists can sit in a room 
and decide who gets what in 
what order, but none of that 
matters unless there is a financ-
ing mechanism.”

THE GAMBLE
For now, there’s no proof that 
any vaccine works, so all the 
bets involve risk. Early in the 
pandemic, the US and non-
profit funders heavily backed 
advanced technologies that 

COMMON TYPES OF VACCINES

LIVE 
VACCINE

A living virus that 
has been weak-
ened or attenuated. 
Alternatively, a sim-
ilar virus that’s not 
dangerous.

AVAILABLE FOR:  
measles, influenza 
(children), smallpox

KILLED 
VACCINE

A virus that has been 
killed, most often 
with formalin, so it 
can’t replicate.

AVAILABLE FOR:  
influenza (adults), 
polio

SUBUNIT 
VACCINE

A protein vaccine 
consisting of a part 
of a virus, such as its 
shell.

AVAILABLE FOR:  
human papillomavi-
rus, hepatitis B

GENE 
VACCINE

Injections of DNA 
or RNA information 
from a virus. Genes 
can be introduced 
in a nanoparticle or 
another virus.

NOT WIDELY 

AVAILABLE

Includes some of the 
covid-19 vaccines in 
development
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Q: The goal of Operation 
Warp Speed is to have “sub-
stantial supplies” of a safe, 
effective vaccine by January 
in the US. Do you think that 
will happen?
A: I think that there is a pos-
sibility we might have an 
answer for one vaccine by 
January 2021, but February, 
March, April is the more 
logical timeline. Our goal 
is to test multiple vaccines 
and have answers about 
six months later. If we start 
in July, that is the end of 
January. But if we start one 
in September, that is the end 
of March. That’s the timeline 
for vaccines that are 50% 
effective. If it is 90% effec-
tive, you will find out sooner, 
maybe by two months. 

Q: It might be only partly 
effective? 
A: Yes. Influenza vaccines 
are 60% or 80% effective, 
depending on the strain. But 
it’s not unheard of for a vac-
cine to have a greater effect 
on the more severe end of 
the curve. It may fall out that 
it’s 50% effective overall, 
but if among the elderly or 
among African-Americans or 
Hispanics [three groups dis-
proportionately affected by 
covid-19] it reduced hospital-
izations by 80%, that would 
be quite an effective vaccine.

Q: What vaccines will you be 
testing in volunteers?
A: The ones that are public 
knowledge are the Moderna 
RNA vaccine and vaccines 
from AstraZeneca, Johnson 
& Johnson, and Novovax. 
[Editor’s note: after this 
interview, a grant to Pfizer 
was announced.] 

MEET THE 
MAN IN CHARGE 
OF US COVID 
VACCINE TRIALS

Larry Corey on how long it will take to 
find a vaccine and why it’s much easier than 
for HIV/AIDS.

By Antonio Regalado

T R :

Q + A

The Trump administration has battled 
governors and doctors on everything 
from closing restaurants to wearing 
masks to reopening schools, and even 
which drugs might help with covid-19. 

But one area of agreement—for 
now—is the all-out push for a vac-
cine. Labs have generated dozens of 
candidate vaccines, employing every-
thing from speedy RNA shots to old- 
fashioned injections of killed germs. 

The White House effort to bring one 
or more of those to market by January 
is called Operation Warp Speed. It 
has handed out more than $5 billion 
to vaccine makers and is now racing 
toward the next hurdle: human trials 

involving as many as 150,000 volun-
teers to determine which, if any, of 
the vaccines work. 

In July, the administration named 
Lawrence Corey, a virologist at the 
Fred Hutchinson Cancer Research 
Center, as point person for the big 
human tests. Corey, an HIV/AIDS 
expert, had been running a federally 
funded network of clinics testing pos-
sible HIV vaccines. Now those person-
nel, laboratories, and infrastructure 
are being thrown at covid-19. 

MIT Technology Review’s bio-
medicine editor, Antonio Regalado, 
asked Corey about the prospects for 
a covid vaccine.
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Q: When did you know your 
HIV trial network would play 
a big role in tackling covid? 
A: It was after I returned 
from an HIV meeting in 
South Africa in February. 
Anthony Fauci, who is my 
close friend and colleague, 
called me and said, “Larry, 
we need to develop an 
infrastructure to test covid 
vaccines, and you are the 
logical guys to do it. Your 
network has the biggest 
infrastructure; you have the 
labs and the experience.” 
The announcement only 
came out in July, but we’ve 
actually been working on it 
seven days a week for four 
and a half months. 

Q: There still isn’t an HIV 
vaccine after all these years.
What does that say about a 
covid vaccine?
A: The human body doesn’t 
cure HIV on its own. So it’s 
been an amazingly difficult 
problem to create a vaccine. 

The science around covid-
19 is way more optimistic. 
Depending on the mortality, 
97% or 98% of people with 
covid-19 self-cure the infec-
tion. It means the immune 
system recognizes covid-19 
in a way that it doesn’t rec-
ognize HIV. So we should 
be a lot more successful.

Q: Why is finding a vaccine 
so important? 
A: When it comes to 
population- based control 
of infectious disease, vacci-
nation has really been the 
most effective tool. With 
HIV we closed the bars, 
closed the gay baths, and 
that had a certain effect, but 
it really takes biomedical 
interventions to make an 
impact. We can do behavior 
change, social distancing, 
but if we want to get on a 
plane to travel, and we want 
to feel comfortable going to 
restaurants, we need a vac-
cine for 7 billion people. 

Q: But HIV is now con-
trolled by antiviral drugs, 
which can also stop some-
one from spreading it. Why 
do we still need a vaccine 
for it?
A: It’s because you can’t 
diagnose and treat every-
one quick enough to pre-
vent transmission. We 
have had great drugs for 
a decade, almost two 
decades, yet we are still at 
1.4 million new cases of 
HIV each year. The reality 
is you acquire HIV asymp-
tomatically and you trans-
mit it asymptomatically. 

That gets to why test-
ing and contact tracing is 
not working with covid. 
You acquire it asymptom-
atically, you don’t know 
you have it, and you do 
the behavior that results 
in transmission. With HIV 
that is sex, but with covid, 
that is just walking around 
and touching people. The 
reality is you acquire these 
infections from the people 
you suspect the least. 

Q: In some Warp Speed 
agreements, the US is guar-
anteed exclusive access to 
early lots of vaccine. Is it fair 
that the initial allocations 
are captured by the US?
A: When you look at the 
total program, you will see 
five vaccines, each with 
100 million doses, or 500 
million doses [total]. And 
Johnson & Johnson said 
a billion doses. If you add 
those up, that is way over 
what is needed for our 
country. There will be vac-
cine available to the rest of 
the world, and certainly the 
data will be. 
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were quick to generate can-
didates but have never yet 
led to an approved vaccine 
or been produced at scale. 
These include the RNA vac-
cine being developed by 
Moderna Pharmaceuticals, and 
a DNA injection from Inovio 
Pharmaceuticals; both try to 
directly deliver genetic infor-
mation about the virus into a 
person’s cells. Since then, the 
US has also funded Johnson 
& Johnson, which uses a more 
conventional approach. 

Morgon compares it to a 
race in which there are “an 
ostrich, a horse, and a dog” at 
the starting gate. “You want to 
lay a bet on each kind of ani-
mal,” he says.

In Brazil, far-right presi-
dent Jair Bolsonaro, sometimes 
called the “Tropical Trump,” has 
scoffed that the virus is a mere 
cold, fired his health minister, 
and claimed that a malaria drug, 
chloroquine, cured him when 
he contracted covid-19 in July. 
Instead of going through the 
federal government, the trial 
in Brazil of the Chinese vac-
cine is being financed by João 
Doria, governor of the country’s 
richest state, São Paulo, and a 
rival of Bolsonaro’s who has his 
eyes on the presidential palace.

Sinovac’s vaccine uses a 
tried-and-true approach—
virus that is chemically inacti-
vated, or killed—and Palacios 
says Brazil will be equipped 
to manufacture it locally once 
a production line is retrofit-
ted. Berkley therefore sees a 
“tortoise and hare” situation in 
which conventional approaches 
may reach the market first or 
become more widespread.

Despite the intense focus 
on a vaccine, some worry it’s 
the wrong priority. William 

Lawrence Corey, a virologist at the 
Fred Hutchinson Cancer Research 

Center

The technonationalism issue
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information has been a key 
weapon against the virus. It 
was the publication of the 
germ’s genetic sequence in 
January, by Chinese scientists, 
that kicked off the vaccine race. 
After that, European doctors 
flooded academic journals with 
descriptions of cases and tricks 
they had learned for manag-
ing severe illness. With vac-
cines, whether they originate 
in China, the US, or the UK, 
sharing data will be crucial 
so that researchers can com-
pare notes. 

They may, for example, 
learn how to tell whether 
someone has developed immu-
nity to the virus by measuring 
the level of antibodies or cer-
tain immune cells in the blood. 
If they do, the third or fourth 
vaccine to reach the market 
might get approval based on 
biomarkers alone. There will 
be no need to wait a year—as 
in a typical vaccine trial—to 
find out what proportion of 
people who were given the 
vaccine subsequently got sick. 

To Corey, at the Fred 
Hutchinson, the involve-
ment of large multinationals 
like AstraZeneca and Merck 
is likely to act as a bulwark 
against the politicization of 
vaccine research and supplies. 
During the Ebola crisis, the 
winning vaccine was created 
in Canada, sold to Merck, 
funded by the US, and tested 
in Guinea, under the coordi-
nation of the World Health 
Organization. It is now man-
ufactured in Germany. Says 
Berkley, “Try to make that 
nationalistic—how would you 
even define that?” 

33Take your best shot

the Fred Hutchinson Cancer 
Research Center in Seattle, 
which had been testing HIV 
vaccines, to instead gather evi-
dence on five covid-19 vaccines 
in big trials of 30,000 people 
each. Chinese companies, with-
out enough cases at home, are 
running studies in Canada, 
Brazil, and elsewhere.

Lawrence Corey, a virologist 
from Fred Hutchinson who was 
tapped by Warp Speed in July 
to head the US trials (see Q+A, 
page 31), says the vaccine hunt 
is moving quickly because sci-
entists have been “planning for 
success.” Rather than wait for 
final proof that a shot is effec-
tive, for example, companies 
are using US government funds 
to scale up manufacturing now. 
“The ramp-up for the studies 
is extremely fast—much faster 
than for any trial that I have 
ever been involved in,” says 
Boris Juelg, a doctor at Harvard 
who is among those who have 
switched their efforts to covid-
19 trials. 

One danger now is that gov-
ernments will push to release a 
vaccine prematurely. In the US, 
for instance, the Food and Drug 
Administration approved chlo-
roquine for treating covid-19, 

Haseltine, a onetime HIV 
researcher and biotech entre-
preneur, thinks more effort 
should be spent on antivi-
ral drugs—the strategy that 
eventually brought AIDS under 
control. That, he says, would 
buy time to create a vaccine 
whose safety is fully under-
stood before trying to inoculate 
billions of people. 

“This is not an ordinary situ-
ation for vaccine development, 
because there is such politi-
cal and economic pressure to 
find a solution to the problem,” 
says Haseltine. “If we launch a 
vaccine that is not fully vetted 
for safety, and has nasty side 
effects, there will be hell to pay 
for vaccines for years, which 
would cost hundreds of mil-
lions of lives.”

SCIENCE ON TRIAL
This summer and fall, compa-
nies and researchers should 
start getting data on whether 
the vaccines under development 
really protect people against 
infection by the coronavirus, 
or at least from its worst effects. 

The US has redirected a fed-
erally funded network based at 

only to reverse itself weeks 
later after it became plain the 
drug didn’t work. By then, 
India had blocked exports of 
raw ingredients, the US had 
spent millions on useless stock-
piles, and Brazil’s president had 
ordered the army to manufac-
ture vast supplies of the drug. 
“I expect the vaccines to be 
less of a circus, and a lot more 
cutthroat,” says Hermes, the 
vaccine lawyer.

Another worry is that evi-
dence for or against a vaccine 
could get twisted. Already, a 
sizable part of the population 
suspects vaccines are part of a 
plot. US polls carried out this 
summer show about a quarter 
of respondents say they would 
refuse a coronavirus vaccine.

The efforts risk getting 
caught up in politics, too. In 
July, President Trump said the 
US would exit the World Health 
Organization, a body that has 
a major role in setting com-
mon standards, such as which 
type of mouse to test vaccines 
on. The White House has also 
attacked its own top virologist, 
Anthony Fauci, whose institute 
funds the testing of vaccines.

Since the start of the 
pandemic, fast sharing of 

Antonio Regalado is MIT 
Technology Review’s 
biomedicine editor.

ONE DANGER NOW IS THAT 
GOVERNMENTS WILL PUSH  

TO RELEASE A VACCINE  
PREMATURELY.
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34 Slug here

For many years, Latin America’s 
largest democracy was a leader on 
data governance. In 1995, it cre-
ated the Brazilian Internet Steering 
Committee, a multi-stakeholder 
body to help the country set prin-
ciples for internet governance. 
In 2014, impelled by Edward 
Snowden’s revelations about 
surveillance by the US National 
Security Agency of countries 
including Brazil, Dilma Rousseff’s 
government pioneered the Marco 
Civil (Civil Framework), an inter-
net “bill of rights” lauded by Tim 
Berners-Lee, the inventor of the 
World Wide Web. Four years later, 
Brazil’s congress passed a data 
protection law, the LGPD, closely 
modeled on Europe’s GDPR. 

Recently, though, the country 
has veered down a more authoritar-
ian path. Even before the pandemic, 
Brazil had begun creating an exten-
sive data-collection and surveillance 
infrastructure. In October 2019, 
President Jair Bolsonaro signed a 
decree compelling all federal bodies 
to share most of the data they hold 
on Brazilian citizens, from health 

records to biometric information, 
and consolidate it in a vast mas-
ter database, the Cadastro Base do 
Cidadão (Citizen’s Basic Register). 
With no debate or public consulta-
tion, the measure took many people 
by surprise.

In lowering barriers to the 
exchange of information, the gov-
ernment says, it hopes to increase 
the quality and consistency of data 
it holds. This could—according to 
the official line—improve public 
services, cut down on voter fraud, 
and reduce bureaucracy. In a coun-
try with some 210 million people, 
such a system could speed up the 
delivery of social welfare and tax 
benefits, and make public policies 
more efficient. 

But critics have warned that 
under Bolsonaro’s far-right lead-
ership, this concentration of data 
will be used to abuse personal 
privacy and civil liberties. And 
the covid-19 pandemic appears 
to be accelerating the country’s 
slide toward a surveillance state. 
Despite briefly falling ill himself, 
and although Brazil’s death toll 
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Brazil was 
already on its 

way to becoming 
a surveillance state.

Then covid-19 
happened.
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had passed 90,000 by the end of July, 
Bolsonaro has consistently downplayed 
the seriousness of the disease. Yet that 
hasn’t stopped him from using the crisis 
to justify even more aggressive data grabs.

The instinct to centralize
According to Rafael Zanatta, a director of 
Data Privacy Brasil, an NGO, the govern-
ment’s discourse on using data to improve 
public services is strikingly similar to the 
way the military dictatorship in the 1970s 
justified its own efforts to create a unified 
system. That project, known as Renape, 
faced criticism from within the military and 
a backlash from the government technicians 
building it because of its lack of transpar-
ency and the threats it posed to freedom 
and privacy. It was eventually shelved.

The Cadastro may have been born of 
good intentions, says Ronaldo Lemos, a 
lawyer and director of the Institute for 
Technology and Society Rio. Indeed, the 
pandemic quickly revealed the need for 
some sort of nationwide digital identity 
system: by the end of April, 46 million 
informal workers, previously invisible to 
the federal government, had registered 
online to receive emergency financial aid. 

But Lemos, one of the authors of the 
Marco Civil, says its centralized nature 
is worrisome. He has long advocated for 
a model akin to that used in Estonia, a 
country widely seen as a paragon of digi-
tal governance. The Estonian government 
stores a broad range of citizens’ data, yet 
no single government agency holds all the 
eggs in its institutional basket. Estonians 
have to give permission for one agency 
to access the data another agency holds 
on them, and they can track who looks at 
their data. “With this decree,” says Lemos, 
“Brazil is doing precisely the opposite.” 

Dismantling safeguards
Under the October decree, any federal body 
could start requesting and gathering data 
from others. Documents leaked to The 
Intercept in June revealed that ABIN, Brazil’s 
national intelligence agency, had already 
used the decree to ask Serpro, a state-owned 
data company, for the records of the 76 

million Brazilian citizens who hold driver’s 
licenses. Such examples mean citizens’ data 
could start appearing in many new data sets 
without their knowing about it. 

The scope for data acquisition under 
the decree is broad. Along with basic infor-
mation such as name, marital status, and 

employment, the Cadastro will include 
biometric data such as facial profiles; voice, 
iris, and retina scans; prints of digits and 
palms; even gait. There are no limits placed 
on how health data can be shared, and 
the list even includes genetic sequences. 
The plan, says Lemos, is “using genomics, 
faces, and fingerprints as a form of identi-
fying people easily, without them knowing 
exactly how, which is pretty scary.”

Centralizing so much data presents 
a “huge security risk,” says Verónica 
Arroyo, a policy associate at the advo-
cacy group Access Now. A hack or leak 
could open citizens up to identity theft, 

fraud, or worse. In 2016, São Paulo city 
hall accidentally exposed the personal 
data—including some medical records—
of 365,000 patients in the public health 
system. In 2018, tax ID numbers and other 
information on 120 million people—more 
than half the population—were unveiled 

to the internet for weeks, after the server 
housing them was incorrectly renamed. 

The Cadastro will be regulated by a 
Central Data Governance Committee. This 
body, made up of representatives from the 
federal government, will decide on the sen-
sitivity of data and rule on any controver-
sies. That’s in sharp contrast to the Internet 
Steering Committee set up in 1995, whose 
members include people from government, 
business, civil society, and academia. “You 
don’t have citizens, you don’t have the 
technical community, you don’t have civil 
society—it’s not even intended to be an 
independent commission,” says Danilo 

According to Rafael Zanatta, a director of 

building it because of its lack of transpar-

Marco Civil
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Doneda, a civil lawyer and advisor to the 
Internet Steering Committee.

It’s also not clear how the master data-
base will be compatible with the LGPD, 
the new data protection law. There are 
stark inconsistencies—for example, bio-
metric data is considered sensitive under 
the LGPD, yet in the new decree it falls 
under a less protected category. The new 
decree “basically ignores data protection 
legislation,” says Doneda. “The govern-
ment is still acting like it wasn’t a concern.” 

In fact, the fate of the LGPD is still up 
in the air. It was originally meant to come 
into force in August, but its protections 
had already been watered down both by 
Bolsonaro and by Congress under his prede-
cessor, Michel Temer. In April, however, the 
government sneaked through an extension 
to delay implementation until May 2021. 

There were arguably good reasons to 
postpone the LGPD, as disruption caused 
by covid-19 made it harder for businesses to 
adapt. But some suspect the government’s 
real motive is to postpone the increased 
scrutiny the LGPD would bring to politi-
cal campaigning. Municipal elections are 
slated to take place later this year, and 
electoral courts could use the new law to 
investigate political parties for improper 
accumulation and use of data, according 
to Zanatta of Data Privacy Brasil.

There’s ample reason to fear such misuse. 
During the 2018 presidential election that 
brought Bolsonaro into office, WhatsApp 
became a platform for widespread misin-
formation, most of it favoring Bolsonaro, 
according to an analysis by the Guardian. 
Some think the Cadastro could open the 
door to more targeted propaganda cam-
paigns. Advanced profiling, including data 
gathered during the pandemic, could iden-
tify the voters most likely to believe and 
spread misinformation, who could then 
be unwittingly used to broadcast it, says 
Zanatta. One of Bolsonaro’s sons is currently 
under investigation for allegedly organizing 
a criminal scheme to spread fake news.

Justifying surveillance
The covid-19 pandemic has produced fur-
ther evidence of the president’s intent to 

use data as an instrument of power. In April, 
when the governor of São Paulo launched 
a project using phone data to track how 
well people were adhering to isolation 
measures, Bolsonaro’s son Eduardo called 
it an “invasion of rights,” and the president 
quickly put a stop to a similar plan from 
the science ministry. Yet he apparently 
had no such qualms a week later when he 
signed a decree mandating that telecoms 
hand over data on 226 million Brazilians to 
IBGE, the government’s statistical agency, 
ostensibly for surveying households during 
the pandemic. Critics said the data grab 
was unconstitutional and disproportion-
ate, and it was eventually struck down by 
the supreme court.

Like many countries, Brazil has been 
increasing its use of technology for tracking 
its citizens. Surveillance camera networks 
installed for the 2014 World Cup and 2016 
Olympics stayed in place after those events 
ended. Several police forces used facial rec-
ognition software during this year’s carnival 
to scour the crowds for criminals. And a 
series of bills both enabling and mandating 
widespread adoption of the technology—on 
public transport, for example—have been 
making their slow way through Brazil’s con-
gress. Last year Brazilian police arrested 151 
people who’d been identified with the help 
of facial recognition, including one man 
wanted for murder who was dressed as a 
woman for carnival. In December, facial 
recognition cameras were put in place near 
the border with Paraguay, a hot spot for 
drug trafficking and other organized crime.  

Crime is a big issue in Brazil, where 
the murder rate is about five times the 
global average. A tough stance was key to 
Bolsonaro’s rise to power. But the Cadastro 
Base do Cidadão and mass surveillance 
technology make a terrible combination, 
warns Arroyo: “All these efforts can lead 
up to a high asymmetry of powers between 
citizens and the state.” And the fear of 
crime inclines Brazilians to relinquish 
their data privacy in return for security, 
says Doneda: “People are really afraid.”

The shortcomings of facial recognition 
tech are well documented—particularly the 
fact that existing systems, most of them 

developed in majority-white countries, 
disproportionately misidentify people of 
color. César Muñoz, a researcher at Human 
Rights Watch, says this poses a particular 
problem in Brazil, where more than half 
the population is Black or brown. Almost 
half of those people work in the informal 
economy, and around a third live under 
the poverty line. “If you are a Black person 
with no means to secure a lawyer and are 
detained on the basis of facial recognition, 
it’s going to be tough,” Muñoz says. 

In theory, the regulations being created 
today are reversible. But once surveillance 
technology and masses of data are in the 
hands of the authorities, it’s hard to take them 
back. “If police buy the kit, they are going to 
use it until it stops working,” says Doneda. 

Compared with other parts of the world, 
Brazil is rich with NGOs dedicated to data 
privacy and rights. It’s also relatively easy to 
launch collective-action lawsuits, making 
public pressure easier to apply. And as the 
pandemic has shown, the supreme court 
can still stand up to the federal government. 
In early June, it forced the health ministry
to start publishing comprehensive data 
on covid-19 deaths again, after the minis-
try stopped doing so in what was widely 
seen as an attempt to cover up the rapidly 
rising death toll.

Lemos believes a culture of data pro-
tection could still flourish in Brazil, in a 
development similar to the paradigm shift 
that happened after a consumer protection 
code was introduced in 1990 and people 
started to exercise their newfound rights. 
Much will rest on when the LGPD comes 
into force, and whether it’s backed up by a 
credible and independent data authority. 

But some observers think the author-
ity could be dominated by the military, 
members of which occupy about half of 
Bolsonaro’s 22 cabinet seats. Military dic-
tatorships are a not-too-distant memory in 
Latin America. Says Katitza Rodríguez, a 
Peruvian who is international rights direc-
tor for the Electronic Frontier Foundation: 
“History has taught us that our democra-
cies are not that strong.” 

illustration
4.625” square

Richard Kemeny is a freelance jour-
nalist based in São Paulo, Brazil. 

by covid-19 made it harder for businesses to 

brought Bolsonaro into office, WhatsApp 
became a platform for widespread misin-

“All these 
e� orts can lead up 

to a high asymmetry 
of powers between 

citizens and the 
state.”
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40 The technonationalism issue

F
rom the end of March 
until mid-June, while 
Moscow was under coro-
navirus lockdown, the 
Russian capital emptied 

out—mostly. On walks to the super-
market or pharmacy I was passed 
by streams of cyclists in the trade-
mark yellow uniform of Yandex’s food 
delivery service. On the road, the few 
vehicles aside from police cars or 
buses were the taxis—disinfected at 
newly opened stations—of Yandex’s 
ride-hailing company. 

Often referred to in the West as 
Russia’s Google, Yandex is really 
more like Google, Amazon, Uber, 
and maybe a few other companies 
combined. Russians query Alice, the 
company’s virtual assistant, to help 
them order goods online in Yandex 
Market. They use its email system, 
listen to its music player, and visit 
its movie-recommending website. 
Over coffee, they read the morning 
news on the Yandex News aggrega-
tor. They send each other money 
through Yandex Wallet. And they 
find their way via Yandex Navigator, 
a tool analogous to Google Maps. 
Arkady Volozh, CEO and cofounder 
of the Nasdaq-traded company, has 
described it not simply as part of 
Russia’s Silicon Valley, but as a 
Russian Silicon Valley unto itself. 

New services appear at breakneck 
speed. Around Moscow, Yandex is 
testing a fleet of over 100 driverless 
cars, work that even the coronavirus 
was unable to pause. Yandex Lavka 
(“Yandex Shop”), a grocery delivery 
app that launched in June last year, 
guarantees deliveries within 15 min-
utes, faster than anything Amazon 
offers. One of the brains behind the 
project, Ilya Krasilshchik, 33, remem-
bers how, during Russia’s turbulent 
transition to a market economy in the 
early 1990s, his mother returned from 
a trip with a bucket of cocoa powder 
just in case the family wouldn’t be 
able to get it at home. Now, decades 

later, Muscovites have excess at their 
fingertips: Lavka’s most popular item 
in the summer of 2019 was quar-
tered watermelon—delivered cold, 
of course.

On a snowy afternoon in late 
February, just before the pandemic 
gripped Russia, I turned off of a 
busy Moscow street into a quiet 
courtyard. I was meeting Rostislav 
Meshchersky, the 28-year-old man-
ager of one of Lavka’s so-called 
“dark stores,” the places where 
the products ordered online are 
discreetly warehoused for distri-
bution. Meshchersky led me to an 
open garage door at the back of the 
courtyard, which led down into a 
basement lined with shelves filled 
with everything from pasta to fruit 
juice to toilet paper. “I joke with my 
friends that I know immediately 
where to go in Moscow in the event 
of the apocalypse,” he said. 

Just weeks later, it wasn’t such a 
joke. In April, Lavka received some 
900,000 orders from Russians 
stuck at home under quarantine, 

while customers of Yandex’s over-
all food services—restaurant deliv-
ery included—more than doubled. 
Although the company took a hit in 
businesses like ride-sharing when 
its entire fleet was taken off the 
streets during Russia’s lockdown, 
the people stuck at home boosted 
traffic on the company’s search and 
streaming video platforms.

But Yandex’s success has come at 
a price. The Kremlin has long viewed 
the internet as a battlefield in its 
escalating tensions with the West 
and has become increasingly con-
cerned that a company like Yandex, 
with the heaps of data it has on 
Russian citizens, could one day fall 
into foreign hands. 

This means running a tech giant 
in Russia is a delicate dance. On 
the one hand is the Kremlin; on 
the other is New York, with inves-
tors’ demands that the company 
maintain its independence. But in 
a pandemic- stricken world increas-
ingly concerned with protecting 
borders and regulating the tech 
industry, Yandex’s dilemma may 
not be just a Russian story.

A GOLDEN ARRANGEMENT
Yandex—short for “yet another 
indexer”—didn’t always have its 
fingers in everything. After getting 
its start in 1997, the company for 
years vied for local search-engine 
supremacy with Rambler, another 
Russian company. 

In the end, Rambler became 
the Yahoo to Yandex’s Google. But 
Google itself soon entered the mar-
ket, and while Yandex had an edge 
by rooting its search algorithm in the 
particulars of the Russian language, 
its California rival began to catch up. 
“About half a year before Google 
went public, it made an offer to buy 
Yandex, and I have to say that we 
were looking at that offer very seri-
ously,” Leonid Boguslavsky, one of 
the company’s first investors, told me. 
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The offer was made in 2003. 
But one of Yandex’s cofounders, 
Ilya Segalovich, said, “Let’s fight,” 
Boguslavsky recalled. Though 
Segalovich died in 2013 after a bout 
with stomach cancer, the fight con-
tinues to this day: while Google has 
periodically overtaken Yandex, the 
Russian firm currently has about 
59% of Russian search traffic to 
Google’s 39%. 

The same year Segalovich died, 
Yandex hired Greg Abovsky, a 
Ukraine-born, Harvard Business 
School–educated hedge fund ana-
lyst who got his start with Morgan 
Stanley in New York. “We had a 
realization right around the time 
I got here that search is going to 
slow down at some point,” says 
Abovsky, who now serves as both 
CFO and COO. When he joined, 
advertising from search accounted 
for around 99% of the company’s 
revenue. Today it’s about 64%, and 
total revenue grew from $1.2 billion 
in 2013 to $2.8 billion in 2019.

But as Yandex developed into the 
dominant player in the Russian tech 
market, it also inevitably came under 
the watchful eye of the authorities. 

One of the first moments was in 
August 2008, when Russia fought 
a five-day war with neighboring 
Georgia. As the conflict played out, 
Yandex News featured Russian-
language articles covering both 
sides of the divide. The next month, 
according to journalists Andrei 
Soldatov and Irina Borogan in their 
book The Red Web, two Kremlin offi-
cials visited Yandex’s headquarters. 
One was Vladislav Surkov, the deputy 
chief of Russia’s presidential admin-
istration—the man who coined the 
Orwellian term “sovereign democ-
racy” to describe a Russian system 
of governance that brooks no foreign 
meddling in its affairs. 

Lev Gershenzon, the director 
of Yandex News at the time, was 
given the task of explaining to the 

official visitors how the service 
worked. According to the book, he 
recalled showing screenshots of arti-
cles that the aggregator’s algorithm 
had selected as top stories. Surkov 
interrupted. “This is our enemy,” 
he said, pointing to a liberal outlet. 
“That’s what we do not need!”

The company promised from 
then on to maintain an open line 
to the Kremlin, though Gershenzon 
said he would always reiterate that 
an algorithm, not a person, chose 
the top news. Still, he didn’t always 
agree with how the line of commu-
nication was maintained.

“Volozh and I went to the presi-
dential administration building sev-
eral times and I said to him, ‘Listen, 
you have such a powerful business—
why do you go to them? If it’s really 
needed, let them come to you,’” 
Gershenzon recalled in Holy War, 
a documentary miniseries about the 
Russian-language internet. “Even a 
geek like me knew that if you bend 
over for them they’ll never let you 
bend back upright again.”

That same year, Yandex fought 
off a potential takeover by Kremlin-
linked oligarch Alisher Usmanov, 

who lobbied for President Dmitry 
Medvedev’s support on national 
security grounds. In 2009, to sat-
isfy government interests, Yandex 
handed Russia’s largest lender, the 
state-owned Sberbank, a so-called 
golden share, which allowed the 
bank to veto transactions involv-
ing more than a quarter of Yandex’s 
stock. For a decade that arrangement 
appeased the Russian authorities—
until it no longer did.

THE TIGHTROPE WALK
Last May, Russia passed a law to cre-
ate a so-called “sovereign internet,” a 
state-owned communications infra-
structure that would allow the coun-
try to cut itself off from the global 
internet while remaining online in a 
bubble of Russian-owned services. 
The law requires internet service 
providers to install equipment pro-
vided by the government for coun-
teracting broadly defined “threats” to 
the internet’s stability and integrity, 
and gives the authorities sweeping 
powers to take control of the network 
if such threats appear. Over tea at his 
offices one afternoon last winter, Igor 
Ashmanov, who was the director of 
Yandex’s rival Rambler for a time in 
the early aughts and now is a pro-
ponent of the sovereign internet on 
state television and in government 
hearings, laid out its purpose.

“Imagine you live in a small vil-
lage near a city that provides your 
electricity, and the mayor of the 
city has said that you are his ene-
mies and that if he can harm you, he 
will,” Ashmanov told me. “You might 
decide to buy a generator to make 
sure your electricity keeps running 
in case this crazy mayor turns off the 
switch. This is what the sovereign 
internet is about.”

Perhaps more important to the 
Kremlin, the sovereign internet 
would also give Russia more con-
trol over what its own citizens can 
see online. In 2011 the Arab Spring, 

Yandex’s balancing act

IN 2008, WHEN RUSSIA FOUGHT A FIVE-
DAY WAR WITH GEORGIA, YANDEX NEWS 
FEATURED RUSSIAN-LANGUAGE ARTICLES 
COVERING BOTH SIDES OF THE DIVIDE. THE 
NEXT MONTH, TWO KREMLIN OFFICIALS 
VISITED YANDEX’S HEADQUARTERS.
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buoyed by social media, swept across 
the Middle East. That December, 
after Vladimir Putin announced he 
would run for president once again 
following an interim stint as prime 
minister, mass protests—planned 
on Facebook—rocked Russia. In 
the wake of the demonstrations, the 
Kremlin began to see foreign tech 
companies as tools used by other 
governments to meddle in its affairs. 
Putin himself vocalized those con-
cerns at a press conference in 2014, 
when he described the internet as 
a “CIA project” and implied that 
Yandex itself had been “pressured” 
to include foreigners in its manage-
ment and was registered overseas 
“not only for tax purposes but for 
other reasons.” (The parent company 
is incorporated in the Netherlands, 
and six of the 12 current board mem-
bers are non-Russians, including 
John Boynton, the chairman, who 
is based in Massachusetts.)

That fear of foreign interference 
has only intensified over the years. 
During a government hearing on 
national security in 2018, Ashmanov 
described Facebook, Instagram, 
and Twitter as American weapons 
trained against Russia. “What the 
Americans could do with a com-
pany like Yandex in their hands is 
something I don’t even want to think 
about,” Ashmanov told me.

As the ground shifted under its 
feet, Yandex struggled to keep its 
balance, according to Boynton, the 
board chairman. “We’ve done every-
thing we can to steer clear of poli-
tics,” he said in a phone interview. 
And yet, he added, the company 
found that it was increasingly get-
ting “dragged into areas where we 
don’t necessarily want to be.”

Things came to a head on a 
Thursday morning in October 2018, 
when rumors leaked that Sberbank 
was in talks to buy up to a 30% stake 
in Yandex to protect the company 
from “potential trouble.” When 

trading opened up in New York, 
its shares plummeted 9.4%, losing 
over $1 billion in market value, over 
fears that the state lender could take 
control of the company. “That was 
the moment when we realized that 
there was something bigger afoot,” 
Boynton recalled. 

The next day the company lost 
another $1 billion. At an emergency 
meeting that went into the early 
hours of Saturday, the Financial 
Times reported, Volozh decided not 
to pursue the Sberbank deal. 

Yandex began talks with Putin’s 
administration over a new gover-
nance structure, but the pressure 
on it continued to intensify. In June 
2019, a little-known lawmaker, Anton 
Gorelkin, introduced a bill to limit 
foreign ownership in companies that 
the Russian government deemed 
“significant information resources.” 
Outside investors would be allowed 
to own only 20% of such compa-
nies—a severe blow to Yandex, 
which had 85% of its shares trading 
on US markets. When the Kremlin 
came out in support of Gorelkin’s 
law a few months later, fears in New 
York wiped another $1.5 billion off 
Yandex’s valuation in a single day. 

In November last year, after 13 
months of grueling negotiations, 
Yandex announced a solution. It 
would hand over Sberbank’s golden 
share—that veto power over major 
transactions—to a newly formed 
“public interest foundation” with 
close government ties. The veto 
would also be beefed up to include 
deals and transactions relating to 
intellectual property or the transfer 
of Russian users’ data. Although the 
new foundation would have 11 seats 
on its board, only three would belong 
to Yandex; the rest would be divided 
up among influential business groups 
and state-affiliated universities. 
Perhaps most important from the 
Kremlin’s perspective, the new foun-
dation would be able to block Yandex 
from entering into agreements with 
any foreign government.

That seemed to take the heat 
off. Gorelkin said he would take 
his law back to the drawing board. 
Days later, the Russian parliament 
passed a law requiring Russian tech 
to be automatically preloaded onto 
devices sold in Russia, a move that 
analysts calculated would boost 
Yandex’s valuation by $1.4 billion. 
A few weeks after that, Putin, who 
had criticized Yandex’s foreign ties 
a few years earlier, praised its proj-
ects with foreign partners and spoke 
positively of a closed-door meeting 
with its senior management. 

Yet even if the Kremlin seems to 
have been appeased, not everyone 
is. Power in Russia’s government 
is split between rival groups, with 
Putin mediating between them. 
For the constituency known as the 
siloviki—officials with ties to law 
enforcement—the Yandex founda-
tion was seen as a half-victory, says 
Tatiana Stanovaya, the founder of a 
political analysis site, R.Politik. “On 
the one hand, they see that Yandex 
is indirectly beholden to the govern-
ment,” she says. “On the other hand, 
it’s purely technical. Yandex won’t 

The technonationalism issue

IN FEBRUARY, A POLICEMAN 
ACCUSED OF PLANTING DRUGS ON AN 
INVESTIGATIVE REPORTER SAID HE HAD 
FOUND THE JOURNALIST’S ADDRESS BY 
ASKING YANDEX TAXI TO PROVIDE IT.
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commentator, Alexander Plushev, 
noted that such testing is common 
on all tech platforms, but he added: 
“Any incident with Yandex is now 
interpreted through the prism of its 
control by the authorities.”

If Yandex capitulates too much 
to state control, it risks losing its 
most prized asset: its talent. “I always 
say that my main competitors are 
[Moscow airports] Sheremetyevo and 
Domodedovo,” says Misha Bilenko, 
who heads Yandex’s Machine 
Intelligence and Research division.

Bilenko himself spent 23 years 
in the United States, including a 
decade at Microsoft, before return-
ing to Russia several years ago. 
What drew him back, he says, was 
the access to so many different 
resources within Yandex and the 
opportunity to help improve the 
lives of Russians en masse. But as 
one employee who asked to speak 
anonymously told me, Yandex 
would lose that type of draw and 
power if the government tried too 

just fulfill any and all demands. And 
if the confrontation with the West 
keeps escalating, [the authorities] 
may rethink this arrangement.”

When I spoke with Boynton last 
winter after the dust had settled, 
he was in a buoyant mood. But he 
also noted that things could quickly 
change again. “In Russia,” he said, 
“nothing is guaranteed.”

A TEMPLATE FOR BIG TECH?
If the siloviki see Yandex as an unre-
liable collaborator, liberal critics 
see increasing signs that it is in the 
pocket of the authorities. In late 
February, for example, a policeman 
accused of planting drugs on an 
investigative reporter said he had 
found the journalist’s address by 
asking Yandex Taxi to provide it. 
Yandex responded that it always 
yields to requests by security ser-
vices to “help save lives,” though 
Roskomsvoboda, an anti- censorship 
group, pointed out that it is not 
always legally required to do so. 

As the pandemic grew, questions 
about the company’s independence 
became only more pointed. In early 
April, news surfaced that Moscow 
authorities were considering surveil-
ling foreign tourists via their cell-
phone data once borders opened 
back up again—and that Yandex 
might develop the tool. The com-
pany denied the claim.

Then, when critical comments 
from opposition activists began 
popping up next to government 
buildings in Yandex Navigator, as 
a sort of digital alternative to street 
protests, Yandex deleted the mes-
sages, saying they were off-topic. 
Finally, one evening in late April, 
some internet users noticed that 
searches on Yandex for opposi-
tion leader Alexei Navalny were 
returning mostly negative content. 
Yandex apologized, saying that it 
was an “experiment” shown only to a 
small number of users. One Russian 

Yandex’s balancing act

hard to tame it. “We have a lot of 
progressive people here,” the per-
son said. “If we don’t like what we 
see, we’ll leave.” 

Today Yandex, at least publicly, 
is claiming that all is well. Its con-
cessions to the Kremlin could have 
been much bigger. They’re also ones 
that others may soon consider. “What 
Yandex has done isn’t only rele-
vant within the context of Putin’s 
Russia,” Bloomberg columnist Leonid 
Bershidsky argued last year. “It could 
be seen as a template for Big Tech.” 

Like Yandex, Bershidsky con-
tinued, companies such as Google 
or Facebook could set up quasi- 
autonomous governance structures 
with the right to veto certain deci-
sions. “If such a structure can win 
approval even from an authoritarian 
regime such as the Russian one … it 
could probably satisfy most Big Tech 
critics in democracies, too,” he wrote. 

Indeed, in May of this year 
Facebook named the first mem-
bers of  its “oversight board” as a 
response to anger over its opaque 
content moderation process. The 
body is stacked with legal and 
human rights luminaries who can 
review and overturn some of the 
platform’s decisions. Though the 
board has nothing like the power 
of Yandex’s public interest founda-
tion, it was a big concession from 
a company that has always fiercely 
defended its control over what goes 
on its platform. 

With politicians on both ends 
of the US political spectrum call-
ing for increasing regulation of Big 
Tech, such moves are likely to keep 
happening. The kind of flexibility 
Yandex has had to learn may prove 
essential for companies that want 
to not only survive but flourish. 

Evan Gershkovich is a reporter 
for the Moscow Times. His work 
can also be found in the New 
York Times, Foreign Policy, and 
Politico Europe, among other 
publications.
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The Indian government had imposed 

a communications shutdown in Kashmir 
last August in an attempt to suppress dis-
sent in the volatile region. The shutdown 
was total—no mobile internet, broad-
band, landlines, or cable TV. Akhtar was 
detained during a demonstration (his 
placard read “This is not a protest, this 
is a request, patients are suffering”) but 
released without charge. The shutdown 
lasted until January, making it the longest 
internet blackout ever seen in the dem-
ocratic world. 

After partly restoring internet connec-
tivity, the government initially banned the 
use of social media, and several people 
who violated the ban by masking their 
location were arrested under anti-terror 
laws. At the time of writing, connection 
speeds continue to be heavily throttled.

 But as the coronavirus spread, the 
information blockade itself became a threat 
to public safety. The day after the valley’s 
first diagnosis, Amnesty International 
asked the government to restore access. 
“The right to health,” it said in a statement, 
“provides for the right to access healthcare 
[and] access to health-related information.” 
The government didn’t oblige. 

India’s nationwide lockdown was still a 
week away, but outside Kashmir most peo-
ple had no problems with internet access. 
They were already scrambling to move 
their work and classes online. In Kashmir, 
though, where even downloading Zoom 
was a struggle, switching schoolrooms or 
businesses to the internet was a nonstarter. 

The information vacuum left people 
bewildered and prone to believing the 
swirling rumors. “On the one hand, people 

were saying that the virus was a plot to earn 
money from a vaccine and that everyone 
should continue visiting the mosque and 
attending weddings,” says Akhtar. “Others 
got busy drawing up wills and wanting to 
dig mass graves.” 

The Indian government claims the slow 
speeds, service limitations, and blackouts 
are necessary to maintain peace. Kashmir, 
a disputed region on the border of India and 
Pakistan, is subject to regular outbreaks of 
violence, and some Kashmiris who support 
a movement for independence use social 
media to organize. The government in Delhi 
argues that without connectivity, the inde-
pendence movement will come to a halt.

Even if that were true—the movement 
predates social media by decades—the 
shutdowns also bring normal life to a 
standstill. After the region suffered bil-
lions of dollars’ worth of economic losses 
because of the August blackout, it was hard 
for locals to see the government’s actions 
as anything but a collective punishment. 

Samreen Hamdani, a 30-year-old 
mechanical engineer, is one of those who 
felt that retribution. When the shutdown 
was imposed, she was teaching applied 
mathematics at a women’s polytechnic 
in Srinagar. Life was busy—she also ran 
a nonprofit to bring education to rural 
areas—and the days didn’t seem long 
enough. Then the blackout happened. 

“Losing the internet is like losing the 
ability to talk,” Hamdani says. “It’s like 
losing the ability to walk.” 

The school canceled classes, and she had 
to let her nonprofit employees go. She didn’t 
have a plan B: her life was too closely entwined 
with the internet. Her once-packed days 
became a cycle of waking, eating, and sleep-
ing, with little else to do or look forward to.

For years, many Indians bought the 
government line that internet shutdowns 
in Kashmir curb violence and save lives. 
But in 2018, instead of being limited 
to the volatile valley, they began tak-
ing place all over India. According to 
user-reported figures, there were 134 
internet blackouts in more than half a 
dozen Indian states that year, and a further 
106 of them across more than 10 states in 

pring arrived, as always in the Kashmir Valley, with melting snow and 
blossoming chinar trees. This year, though, brought something new. 
On March 18, in Srinagar, the largest city in the Himalayan region of 
Kashmir, a man tested positive for covid-19—the first in the valley. The 
mayor asked everyone to stay home, but the message didn’t travel widely. 
Communication across Kashmir was limited, mobile-phone services were 
often disrupted, and internet speeds were stuck at a plodding 2G. So 
although some Kashmiris followed the order to shelter in place, many had 
no idea they were at risk. “We knew nothing about the virus,” says Omar 
Salim Akhtar, a urologist at the Government Medical College in Srinagar. 
“Even health workers were helpless. We had to ask people traveling outside 
Kashmir to download the medical guidelines and bring back printouts.” 
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2019. Hundreds of millions of people were 
affected. That makes India, a democracy, 
the world leader in such shutdowns—
ahead of China, Iran, and Venezuela. And 
it has become harder for ordinary Indians 
to dismiss the people affected as a threat to 
national security—because it’s happening to 
them, in their own cities, in their own homes.

At 3:50 a.m. on December 19, 2019, Kishi 
Arora was woken up by a text message from 
her mobile-phone company. The govern-
ment, it said, was shutting down internet 
access in her neighborhood. Arora had 

followed the many shutdowns in Kashmir 
but never imagined that she would expe-
rience one in Delhi, the national capital. 

Although dawn was yet to break, she 
immediately set to thinking about what a 
blackout would mean for her and her work. 
A hugely popular pastry chef, Arora had built 
her business online: she had 160,000 fol-
lowers on Twitter, 17,000 on Facebook, and 
24,000 on Instagram. Her team spent their 
days taking orders (many through social 
media), making food, and delivering it to 
customers all over the city. The text didn’t 
mention how long the blackout would last, 

and as Arora imagined the digital 
orders for her signature cheese-
cake steadily piling up, she felt her 
concerns pulsate like a headache. 

How would she keep in touch 
with her mother, an ailing widow, 
when she was at work? Her siblings 
lived abroad, and the close-knit fam-
ily chatted throughout the day over 
WhatsApp; what would they do? 

It was clear why the shutdown 
was happening: thousands of peo-
ple were in the streets protesting 
the passage of a controversial new 
immigration law, the Citizenship 
(Amendment) Act of 2019, and 
things in the capital had become 
fractious. The CAA was a scheme to 
put persecuted minorities who had 
arrived from Bangladesh, Pakistan, 
and Afghanistan on a fast track to 
citizenship—unless they were 
Muslims, who had to go through 
the onerous normal channels. 

On top of this, the government 
said it would start immigration 

checks across the entire country, even in 
states with little to no history of undocu-
mented immigration, and planned to send 
those who could not prove they were either 
Indian citizens or eligible for fast-tracking 
into mass detention camps. In a country 
where many poor people don’t have docu-
ments to prove that they even exist (accord-
ing to one report, only 62% of Indian children 
under the age of five have birth certificates), 
millions were at risk of failing the check. 

The potential consequence for many of 
India’s 200 million Muslims was clear: they 
could become stateless people, treated like 
the Uighur Muslim minority in China. India 
is a secular republic, but Prime Minister 
Narendra Modi, an avowed Hindu nation-
alist who joined a known supremacist group 
when he was just eight years old, was turning 
it into a majoritarian Hindu state.

When protests against the CAA took off, 
the government turned to the tactic it had 
used elsewhere: shutting off the internet. 
There were shutdowns in India’s largest state, 
Uttar Pradesh; in Modi’s home state, Gujarat; 
and even in Karnataka, whose tech-friendly 
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Clashes between those who support 
the rights of Indian Muslims and the 
police, like this confrontation in 

Delhi in March, continued despite the 
nationwide lockdown. 
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capital, Bengaluru, is known as the Silicon 
Valley of India. 

As Arora realized the extent of the Delhi 
shutdown, she worried for her own secu-
rity as well as for her business. The city was 
already notoriously unsafe for women, and 
as the antigovernment protests continued, 
the khaki-uniformed police had responded 
to peaceful chants and demonstrations with 
live rounds, tear gas, and smoke grenades. 
Across the country the police had already 
killed 25 protesters. 

That day, a prominent march was planned 
at the historic Red Fort, where India’s prime 
minister traditionally hoists the flag on 
Independence Day. In the morning, Nikhil 
Pahwa, a friend of Arora’s who worked as a 
digital rights activist, had tweeted, “Telecom 
operators have confirmed to us: The Internet 
is being shut down in parts of Delhi. Not 
sure of which areas. Awaiting update.” 

It turned out that not all service oper-
ators had made the effort to tell users in 
advance. Many of the estimated 1.7 million 
people affected started their day in an infor-
mation black hole.

The shutdown didn’t cover the entire 
city—only those areas with a large Muslim 
population. “The idea was to stop them com-
municating as they roamed around,” says 
Danish Khan, a reporter with the Economic 
Times newspaper. His neighborhood had 
experienced a blackout that morning. “They 
didn’t want people to mobilize quickly or 
share pictures and videos,” he adds.

News of what the government had 
surreptitiously done only spurred people 
on. Hundreds of protesters gathered, but 
many of them were immediately taken 
into custody. While still standing on the 
street trying to catch a Wi-Fi signal, Arora 
thought of the two young Muslim women 
who worked for her. Would they be safe at 
home without the internet, or outside where 
the police roamed? Sometimes, she says, it 
became difficult to remember that she lived 
in a democracy. 

135 years in the making
When the Indian government wants to 
plunge the public into a digital darkness, 
all it has to do is invoke one law.

The Indian Telegraph Act of 1885 gives 
the federal and state governments the 
right to “prevent the transmission of any 
telegraphic message or class of messages 
during a public emergency or in the interest 
of public safety.” The British created the 
law and found it a useful tool for stopping 
uprisings during the colonial era. Later, 
Indian governments used it to wiretap cit-
izens, including opposition politicians and 
journalists. In 2017, the law was amended 
to specify that it allowed “the temporary 
suspension of telecom services.” 

The Software Freedom Law Center 
(SFLC), a Delhi-based digital rights group, 
says that there are two official explanations 
for a shutdown: public safety and public 
emergency. The government either claims 
that misinformation circulating on social 
media and WhatsApp is likely to cause 
violence, or that an ongoing violent situa-
tion can only be brought under control by 
closing down communications. 

Stopping violence was at least some-
times the goal when shutdowns started 
to increase in 2018. In June that year, two 
tourists were murdered in the northeast-
ern state of Assam following rumors on 
WhatsApp of child kidnappers on the 
prowl. When two more people were beaten 
the next day, apparently on the same sus-
picion, the government shut off the state’s 
internet to stop the rumors from spreading. 

Over the next few months, similar 
messages and fake videos of so-called “child 
lifters” popped up as WhatsApp forwards 
in many other states. By the end of 2019, 
such rumors were linked to at least 70 
violent incidents, according to analysis by 
the data journalism website IndiaSpend.

The episode highlighted a burgeoning 
epidemic of fake news in India, stoked by 
a price war in 2016 among phone opera-
tors that had slashed the cost of mobile 
data and brought hundreds of millions of 
new people online. The internet, which 
had been the domain of the educated and 
wealthy, was now everywhere: vegetable 
vendors streamed Bollywood films as they 
parceled tomatoes and onions, and auto 
rickshaw drivers scrolled YouTube videos 
while they waited for their next customer. 

Today Indian mobile data is the cheapest 
in the world, and the average social- media 
user spends 17 hours on the platforms each 
week, more than people in China. 

This dramatic expansion exposed the 
widespread lack of information literacy. The 
concept of online disinformation is largely 
unknown to Indians outside major cities, 
and while WhatsApp has taken steps to 
limit the spread of fake news, the govern-
ment continues to deal with it through shut-
downs rather than attempting education, 
investing in computer literacy, or even just 
using social media to set the record straight. 

And increasingly, as the shutdowns in 
Delhi and elsewhere show, the authorities 
are now using the tactic not only to curb 
violence but also to suppress dissent. There 
is no true legal recourse: the Telegraph Act 
doesn’t limit how long a shutdown can 
last, and although there is a committee 
that reviews such actions, it is staffed by 
bureaucrats and rarely diverges from the 
government line.

Telecom companies themselves are 
badly affected by shutdowns: one estimate 
says they lost $350,000 every hour that the 
internet was down during the 2019 protests. 
However, they offer virtually no resistance 
to the state. One company, Airtel, even went 
back and deleted tweets in which it had 
informed customers of the Delhi shutdown. 

Even the courts respond halfheartedly. 
When the SFLC filed a writ arguing that 
the Delhi shutdown violated fundamental 
rights to freedom of speech and life, the case 
was dismissed on the grounds that the shut-
down had already been lifted. In January of 
this year, the Supreme Court declared the 
Kashmir blackout illegal, but when the gov-
ernment switched communications back 
on it kept the internet throttled to unus-
able speeds, and faced no consequences. 

Berhan Taye, a senior policy analyst at 
the digital rights nonprofit Access Now, 
says there is “a direct correlation between 
shutdowns and human rights violations.” 

In Kashmir, even now, it’s difficult to 
say exactly how many people were detained 
during the months-long blackout. The 
government’s own figures say there were 
5,116 “preventive arrests,” but campaigners 
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do not believe this accounts for everybody. 
In Uttar Pradesh, the police arrested more 
than 100 people in just a single day of pro-
tests in January and beat some brutally in 
public view. Without the internet, how-
ever, it was difficult to get the news out. 

Jan Rydzak, a research analyst at the 
human rights nonprofit Ranking Digital 
Rights, says it’s important that people 
continue to protest government excesses. 
“We have to keep showing that shutdowns 
aren’t effective for the government’s 
purposes,” he says. Otherwise, he warns, 
they could begin to cascade. First, other 

democracies in the region may formalize 
systems to close off the internet rather 
than rely on broad public safety laws. 
Then, as such tactics spread, the balance 
around the world could shift. Instead of 
one or two blackouts globally, there could 
be prolonged siege-like blockades, and 
“a continuous stream of ephemeral shut-
downs that will never end.”

This year, the pandemic has slowed the 
rate of shutdowns—but it has not stopped 
them. The Indian government has already 
shut off the internet on 35 separate occa-
sions, 26 of them in Kashmir. Even as the 

number of confirmed covid-19 cases in 
Jammu and Kashmir crossed 13,000 and 
the death toll passed 200 in mid-July, the 
government refused to restore 4G inter-
net speeds. In May, the Supreme Court 
referred a judgment on a petition calling for 
the restoration of full service to a commit-
tee of government-appointed officials—in 
essence asking the government to decide 
whether or not its own actions were lawful. 
To no one’s surprise, the committee said 
the current 2G speed doesn’t “pose any 
hindrance to Covid-19 control measures.” 

Akhtar, the doctor in Srinagar, disagrees. 
On May 19, around two months into the 
pandemic, he stepped out of the operating 
theater and reached for his mobile phone, 
only to realize that he couldn’t load his 
emails. He immediately understood that 
the city was in the midst of another inter-

net shutdown. 
Usually he would call around 

to see if anyone knew what was 
going on. This time, however, even 
making a phone call was impos-
sible. It turned out that security 
personnel had shot dead two sus-
pected militants in downtown 
Srinagar, and the government had 
turned off all connectivity to pre-
vent the news from circulating and 
protesters from gathering. 

Standing in his scrubs, Akhtar 
had no idea when, or if, he would 
get back on the grid. 

Since the start of the pandemic 
he had felt handicapped, almost 
entirely reliant on others to give him 
health-care updates. He didn’t have 
the latest research. Now, even his 
phone was useless. The world was 
in the middle of one deadly crisis, 
but faced with everyday violence, 
surrounded by security forces, and 
cut off from sources of information, 
it seemed to Akhtar that Kashmir 
was in the middle of two. 
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Sonia Faleiro is the author of Beau-
tiful Thing: Inside the  Secret World
of Bombay’s Dance Bars. Her new book  
The Good Girls: An Ordinary Killing
will be released in January 2021.

Blind spot

Omar Akhtar, a urologist, has been vocal 
about the impact of shutdowns. In 2019, 
he was detained for protesting. In 2020, 

he worried about further blackouts 
during the crisis.
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CHINA’S DATA PRIVACY PARADOX

ate in the summer 
of 2016, Xu Yuyu 
received a call 
that promised to 
change her life. 

Her college entrance examination 
scores, she was told, had won her 
admission to the English depart-
ment of the Nanjing University of 
Posts and Telecommunications. 
Xu lived in the city of Linyi in 
Shandong, a coastal province 
in China, southeast of Beijing. 
She came from a poor family, 
singularly reliant on her father’s 

meager income. But her parents 
had painstakingly saved for her 
tuition; very few of her relatives 
had ever been to college.

A few days later, Xu received 
another call telling her she had 
also been awarded a scholarship. 
To collect the 2,600 yuan ($370), 
she needed to first deposit a 
9,900 yuan “activation fee” into 
her university account. Having 
applied for financial aid only days 
before, she wired the money to 
the number the caller gave her. 
That night, the family rushed to 
the police to report that they 
had been defrauded. Xu’s father 
later said his greatest regret was 

asking the officer whether they 
might still get their money back. 
The answer—“Likely not”—only 
exacerbated Xu’s devastation. 
On the way home she suffered 
a heart attack. She died in a hos-
pital two days later.

An investigation determined 
that while the first call had been 
genuine, the second had come 
from scammers who’d paid a 
hacker for Xu’s number, admis-
sions status, and request for 
financial aid.

For Chinese consumers all 
too familiar with having their data 
stolen, Xu became an emblem. 
Her death sparked a national 

outcry for greater data privacy 
protections. Only months before, 
the European Union had adopted 
the General Data Protection 
Regulation (GDPR), an attempt 
to give European citizens control 
over how their personal data is 
used. Meanwhile, Donald Trump 
was about to win the American 
presidential election, fueled in 
part by a campaign that relied 
extensively on voter data. That 
data included details on 87 mil-
lion Facebook accounts, illicitly 
obtained by the consulting firm 
Cambridge Analytica. Chinese 
regulators and legal scholars 
followed these events closely.

L

Hong Yanqing (left) led a 
task force on data privacy.

Even as the Chinese surveillance 

state grows more intrusive,

the laws protecting consumers’

personal data are getting

stronger. Can both these things 

keep happening?

By Karen Hao
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separate operations: a surveillance 
and database system, devoted to 
gathering and storing informa-
tion, and the social-credit sys-
tem, which some 40 government 
departments participate in. When 
people repeatedly do things that 
aren’t allowed—from jaywalking to 
engaging in business corruption—
their social-credit score falls and 
they can be blocked from things 
like buying train and plane tickets 
or applying for a mortgage.

I
n the same year the Ministry 
of Public Security announced 
Golden Shield, Hong Yanqing 
entered the ministry’s police 

university in Beijing. But after 
seven years of training, having 
received his bachelor’s and mas-
ter’s degrees, Hong began to have 
second thoughts about becoming 
a policeman. He applied instead to 
study abroad. By the fall of 2007, 
he had moved to the Netherlands 
to begin a PhD in international 
human rights law, approved 
and subsidized by the Chinese 
government.

Over the next four years, he 
familiarized himself with the 
Western practice of law through his 
PhD research and a series of intern-
ships at international organizations. 
He worked at the International 
Labor Organization on global work-
place discrimination law and the 
World Health Organization on road 
safety in China. “It’s a very legalis-
tic culture in the West—that really 
strikes me. People seem to go to 
court a lot,” he says. “For example, 
for human rights law, most of the 
textbooks are about the significant 
cases in court resolving human 
rights issues.”

Hong found this to be strangely 
inefficient. He saw going to court 
as a final resort for patching up the 
law’s inadequacies, not a principal 

I
n the West, it’s widely believed 
that neither the Chinese gov-
ernment nor Chinese people 
care about privacy. US tech 

giants wield this supposed indif-
ference to argue that onerous 
privacy laws would put them at 
a competitive disadvantage to 
Chinese firms. In his 2018 Senate 
testimony after the Cambridge 
Analytica scandal, Facebook’s 
CEO, Mark Zuckerberg, urged 
regulators not to clamp down too 
hard on technologies like face rec-
ognition. “We still need to make it 
so that American companies can 
innovate in those areas,” he said, 
“or else we’re going to fall behind 
Chinese competitors and others 
around the world.”

In reality, this picture of 
Chinese attitudes to privacy is 
out of date. Over the last few years 
the Chinese government, seeking 
to strengthen consumers’ trust 
and participation in the digital 
economy, has begun to imple-
ment privacy protections that in 
many respects resemble those in 
America and Europe today.

Even as the government has 
strengthened consumer privacy, 
however, it has ramped up state 
surveillance. It uses DNA samples 
and other biometrics, like face and 
fingerprint recognition, to monitor 
citizens throughout the country. It 
has tightened internet censorship 
and developed a “social credit” 
system, which punishes behaviors 
the authorities say weaken social 
stability. During the pandemic, 
it deployed a system of “health 
code” apps to dictate who could 
travel, based on their risk of car-
rying the coronavirus. And it has 
used a slew of invasive surveillance 
technologies in its harsh repres-
sion of Muslim Uighurs in the 
northwestern region of Xinjiang.

This paradox has become 
a defining feature of China’s 

emerging data privacy regime. It 
raises a question: Can a system 
endure with strong protections for 
consumer privacy, but almost none 
against government snooping? The 
answer doesn’t affect only China. 
Its technology companies have 
an increasingly global footprint, 
and regulators around the world 
are watching its policy decisions. 

N
ovember 2000 arguably 
marks the birth of the 
modern Chinese sur-
veillance state. That 

month, the Ministry of Public 
Security, the government agency 
that oversees daily law enforce-
ment, announced a new project at 
a trade show in Beijing. The agency 
envisioned a centralized national 
system that would integrate both 
physical and digital surveillance 
using the latest technology. It was 
named Golden Shield.

Eager to cash in, Western com-
panies including American con-
glomerate Cisco, Finnish telecom 
giant Nokia, and Canada’s Nortel 
Networks worked with the agency 
on different parts of the project. 
They helped construct a nation-
wide database for storing infor-
mation on all Chinese adults, and 
developed a sophisticated system 
for controlling information flow on 
the internet—what would even-
tually become the Great Firewall. 
Much of the equipment involved 
had in fact already been standard-
ized to make surveillance easier 
in the US—a consequence of the 
Communications Assistance for 
Law Enforcement Act of 1994.

Despite the standardized 
equipment, the Golden Shield 
project was hampered by data silos 
and turf wars within the Chinese 
government. Over time, the min-
istry’s pursuit of a singular, uni-
fied system devolved into two 
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The Chinese 

government 

has begun to 

implement 

privacy 

protections 

that resemble 

those in 

America and 

Europe today.
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central agency was responsible 
for everything involved in inter-
net regulation, including national 
security, media and speech cen-
sorship, and data protection. Hong 
left the People’s Daily and joined 
the agency’s department of inter-
national affairs. He represented it 
at the UN and other global bodies 
and worked on cybersecurity coop-
eration with other governments. 

By July 2015, the Cyberspace 
Administration had released a draft 
of its first law. The Cybersecurity 
Law, which entered into force in 
June of 2017, required that compa-
nies obtain consent from people 
to collect their personal informa-
tion. At the same time, it tightened 
internet censorship by banning 
anonymous users—a provision 
enforced by regular government 
inspections of data from internet 
service providers.

In the spring of 2016, Hong 
sought to return to academia, 
but the agency asked him to stay. 
The Cybersecurity Law had pur-
posely left the regulation of per-
sonal data protection vague, but 
consumer data breaches and theft 
had reached unbearable levels. A 
2016 study by the Internet Society 
of China found that 84% of those 
surveyed had suffered some leak 
of their data, including phone 

tool for establishing it in the first 
place. Legislation crafted more 
comprehensively and with greater 
forethought, he believed, would 
achieve better outcomes than a 
system patched together through 
a haphazard accumulation of case 
law, as in the US.

After graduating, he carried 
these ideas back to Beijing in 2012, 
on the eve of Xi Jinping’s ascent 
to the presidency. Hong worked 
at the UN Development Program 
and then as a journalist for the 
People’s Daily, the largest news-
paper in China, which is owned 
by the government.

Xi began to rapidly expand the 
scope of government censorship. 
Influential commentators, or “Big 
Vs”—named for their verified 
accounts on social media—had 
grown comfortable criticizing and 
ridiculing the Chinese Communist 
Party. In the fall of 2013, the party 
arrested hundreds of microbloggers 
for what it described as “malicious 
rumor-mongering” and paraded 
a particularly influential one on 
national television to make an 
example of him.

The moment marked the 
beginning of a new era of cen-
sorship. The following year, the 
Cyberspace Administration of 
China was founded. The new 
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China’s data privacy paradox

An epidemic 
control worker 
checks the  
temperatures of 
people waiting in 
line to be tested 
for covid-19 
in the Xicheng 
district of 
central Beijing.

numbers, addresses, and bank 
account details. This was spurring 
a growing distrust of digital ser-
vice providers that required access 
to personal information, such as 
ride-hailing, food-delivery, and 
financial apps. Xu Yuyu’s death 
poured oil on the flames.

The government worried that 
such sentiments would weaken 
participation in the digital econ-
omy, which had become a central 
part of its strategy for shoring up 
the country’s slowing economic 
growth. The advent of GDPR also 
made the government realize that 
Chinese tech giants would need 
to meet global privacy norms in 
order to expand abroad.

Hong was put in charge 
of a new task force that would 
write a Personal Information 
Protection Specification (PIPS) 
to help solve these challenges. The 
document, though nonbinding, 
would tell companies how regu-
lators intended to implement the 
Cybersecurity Law. In the process, 
the government hoped, it would 
nudge them to adopt new norms 
for data protection by themselves.

H
ong’s task force set 
about translating every 
relevant document they 
could find into Chinese. 

They translated the privacy guide-
lines put out by the Organization 
for Economic Cooperation and 
Development and by its counter-
part, the Asia-Pacific Economic 
Coopera t ion;  they t rans-
lated GDPR and the California 
Consumer Privacy Act. They even 
translated the 2012 White House 
Consumer Privacy Bill of Rights, 
introduced by the Obama admin-
istration but never made into law. 
All the while, Hong met regularly 
with European and American data 
protection regulators and scholars.
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Bit by bit, from the docu-
ments and consultations, a gen-
eral choice emerged. “People were 
saying, in very simplistic terms, 
‘We have a European model and 
the US model,’” Hong recalls. 
The two approaches diverged 
substantially in philosophy and 
implementation. Which one to 
follow became the task force’s 
first debate.

At the core of the European 
model is the idea that people have 
a fundamental right to have their 
data protected. GDPR places the 
burden of proof on data collectors, 
such as companies, to demon-
strate why they need the data. 
By contrast, the US model priv-
ileges industry over consumers. 
Businesses define for themselves 
what constitutes reasonable data 
collection; consumers only get 
to choose whether to use that 
business. The laws on data pro-
tection are also far more piece-
meal than in Europe, divvied up 
among sectoral regulators and 
specific states.

At the time, without a central 
law or single agency in charge of 
data protection, China’s model 
more closely resembled the 
American one. The task force, 
however, found the European 
approach compelling. “The 
European rule structure, the 
whole system, is more clear,” 
Hong says.

But most of the task force 
members were representatives 
from Chinese tech giants, like 
Baidu, Alibaba, and Huawei, 
and they felt that GDPR was 
too restrictive. So they adopted 
its broad strokes—including its 
limits on data collection and its 
requirements on data storage and 
data deletion—and then loosened 
some of its language. GDPR’s 
principle of data minimization, 
for example, maintains that only 

necessary data should be col-
lected in exchange for a service. 
PIPS allows room for other data 
collection relevant to the service 
provided.

PIPS took effect in May 2018, 
the same month that GDPR finally 
took effect. But as Chinese offi-
cials watched the US upheaval 
over the Facebook and Cambridge 
Analytica scandal, they real-
ized that a nonbinding agree-
ment would not be enough. The 
Cybersecurity Law didn’t have a 
strong mechanism for enforcing 
data protection. Regulators could 
only fine violators up to 1,000,000 
yuan ($140,000), an inconsequen-
tial amount for large companies. 
Soon after, the National People’s 
Congress, China’s top legislative 
body, voted to begin drafting a 
Personal Information Protection 
Law within its current five-year 
legislative period, which ends in 
2023. It would strengthen data 
protection provisions, provide for 
tougher penalties, and potentially 
create a new enforcement agency.

After Cambridge Analytica, 
says Hong, “the government 
agency understood, ‘Okay, if 
you don’t really implement or 
enforce those privacy rules, then 
you could have a major scandal, 
even affecting political things.’”

T
he local police inves-
tigation of Xu Yuyu’s 
death eventually identi-
fied the scammers who 

had called her. It had been a gang 
of seven who’d cheated many other 
victims out of more than 560,000 
yuan using illegally obtained per-
sonal information. The court ruled 
that Xu’s death had been a direct 
result of the stress of losing her 
family’s savings. Because of this, 
and his role in orchestrating tens 
of thousands of other calls, the 
ringleader, Chen Wenhui, 22, was 
sentenced to life in prison. The 
others received sentences between 
three and 15 years.

Emboldened, Chinese media 
and consumers began more openly 
criticizing privacy violations. In 
March 2018, internet search giant 
Baidu’s CEO, Robin Li, sparked 
social-media outrage after suggest-
ing that Chinese consumers were 
willing to “exchange privacy for 
safety, convenience, or efficiency.” 
“Nonsense,” wrote a social-media 
user, later quoted by the People’s 
Daily. “It’s more accurate to say 
[it is] impossible to defend [our 
privacy] effectively.” 

In late October 2019, social-me-
dia users once again expressed 
anger after photos began circulat-
ing of a school’s students wearing 
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and highlighted the need to clar-
ify the scope of the government’s 
data collection and data deletion 
procedures during special emer-
gencies. By July, the legislative 
body had proposed a new “strict 
approval” process for government 
authorities to undergo before col-
lecting data from private-sector 
platforms. The language again 
remains vague, to be fleshed out 
later—perhaps through another 
nonbinding document—but this 
move “could mark a step toward 
limiting the broad scope” of exist-
ing government exemptions for 
national security, wrote China 
scholars at New America, a think 
tank in Washington, DC.

Hong similarly believes the 
discrepancy between rules gov-
erning industry and government 
data collection won’t last, and the 
government will soon begin to limit 
its own scope. “We cannot simply 
address one actor while leaving the 
other out,” he says. “That wouldn’t 
be a very scientific approach.”

Other observers disagree. The 
government could easily make 
superficial efforts to address pub-
lic backlash against visible data 
collection without really touching 
the core of the Ministry of Public 
Security’s national operations, says 
Wang, of Human Rights Watch. 
She adds that any laws would likely 
be enforced unevenly: “In Xinjiang, 
Turkic Muslims have no say what-
soever in how they’re treated.” 

Still, Hong remains an optimist. 
In July, he started a job teaching 
law at Beijing University, and he 
now maintains a blog on cyberse-
curity and data issues. Monthly, 
he meets with a budding com-
munity of data protection offi-
cers in China, who carefully watch 
how data governance is evolving 
around the world. 

Karen Hao is a senior reporter 
at MIT Technology Review. 

brainwave-monitoring headbands, 
supposedly to improve their focus 
and learning. The local educational 
authority eventually stepped in 
and told the school to stop using 
the headbands because they vio-
lated students’ privacy. A week 
later, a Chinese law professor sued 
a Hangzhou wildlife zoo for replac-
ing its fingerprint-based entry sys-
tem with face recognition, saying 
the zoo had failed to obtain his 
consent for storing his image.

But the public’s growing sensi-
tivity to infringements of consumer 
privacy has not led to many lim-
its on state surveillance, nor even 
much scrutiny of it. As Maya Wang, 
a researcher at Human Rights 
Watch, points out, this is in part 
because most Chinese citizens 
don’t know the scale or scope of 
the government’s operations. In 
China, as in the US and Europe, 
there are broad public and national 
security exemptions to data privacy 
laws. The Cybersecurity Law, for 
example, allows the government to 
demand data from private actors 
to assist in criminal legal inves-
tigations. The Ministry of Public 
Security also accumulates massive 
amounts of data on individuals 
directly. As a result, data privacy 
in industry can be strengthened 
without significantly limiting the 
state’s access to information.

The onset of the pandemic, 
however, has disturbed this uneasy 
balance.

O
n February 11, Ant 
Financial, a finan-
cial technology giant 
headquartered in 

Hangzhou, a city southwest of 
Shanghai, released an app-building 
platform called AliPay Health Code. 
The same day, the Hangzhou gov-
ernment released an app it had built 
using the platform. The Hangzhou 

app asked people to self-report 
their travel and health information, 
and then gave them a color code 
of red, yellow, or green. Suddenly 
Hangzhou’s 10 million residents 
were all required to show a green 
code to take the subway, shop for 
groceries, or enter a mall. Within 
a week, local governments in over 
100 cities had used AliPay Health 
Code to develop their own apps. 
Rival tech giant Tencent quickly 
followed with its own platform for 
building them.

The apps made visible a wor-
rying level of state surveillance 
and sparked a new wave of pub-
lic debate. In March, Hu Yong, a 
journalism professor at Beijing 
University and an influential 
blogger on Weibo, argued that 
the government’s pandemic data 
collection had crossed a line. Not 
only had it led to instances of infor-
mation being stolen, he wrote, but 
it had also opened the door to such 
data being used beyond its original 
purpose. “Has history ever shown 
that once the government has sur-
veillance tools, it will maintain 
modesty and caution when using 
them?” he asked. 

Indeed, in late May, leaked doc-
uments revealed plans from the 
Hangzhou government to make 
a more permanent health-code 
app that would score citizens on 
behaviors like exercising, smok-
ing, and sleeping. After a public 
outcry, city officials canceled the 
project. That state-run media had 
also published stories criticizing 
the app likely helped. 

The debate quickly made its 
way to the central government. 
That month, the National People’s 
Congress announced it intended to 
fast-track the Personal Information 
Protection Law. The scale of the 
data collected during the pan-
demic had made strong enforce-
ment more urgent, delegates said, 
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China doesn’t only collect enormous amounts 
of data on its own citizens: it also sucks up 
data from around the world that might one day 
be useful for its national security, using both 
domestic and foreign companies as conduits. 
Samantha Hoffman of the Australian Strategy 
Policy Institute, one of the leading experts 
on the Chinese surveillance state, shed light 
on this phenomenon last year with a report, 
“Engineering Global Consent,” that focuses 
on GTCOM, one of the state-owned firms 
at the heart of China’s global data-gathering 
strategy. This interview has been condensed 
and edited for clarity.

Q: How does the Chinese 
Communist Party (CCP) col-
lect data?
A: The data used by the Party 
comes in many forms, includ-
ing text, images, video, and 
audio. Inside China, access-
ing this data is straightfor-
ward. To get access to global 
data, the Party uses state-
owned enterprises, both 
Chinese and foreign tech 
firms, and partners such as 
university researchers. 

The CCP doesn’t only col-
lect data through invasive 
surveillance technologies like 
cameras that employ facial 
recognition. It also relies 
on technologies that pro-
vide everyday services, like 
devices associated with smart 
cities. Long before AI or “big 
data” became buzzwords, the 
Party’s intent was to co-opt—
not simply coerce—society to 
participate in its own control. 

Q: What is the CCP doing with 
all of this data? 
A: The CCP collects data in 
bulk and worries about what 
to do with it later. Even if it’s 
not all immediately usable, 
the Party anticipates better 
technical ability to exploit the 
data later on. 

Large data sets can reveal 
patterns and trends in human 
behavior, which help the 
CCP with intelligence and 
propaganda as well as sur-
veillance. Some of that data 
is fed into tools such as the 
social credit system. Bulk 
data, like images and voice 
data, can also be used to 
train algorithms for facial and 
voice recognition. 

The CCP’s methods 
are not that different from 
what we see in the global 

advertising industry. But 
instead of trying to sell a 
product, the CCP is trying to 
exert authoritarian control. 
It’s using capitalism as a vehi-
cle to access data that can 
help it disrupt democratic 
processes and create a more 
favorable global environment 
for its power. 

Q: Why is this a threat outside 
China?
A: Citizens of liberal democ-
racies are rightly concerned 
with how tech companies 
abuse their data, but at least 
in liberal democracies there 
are growing restraints on 
how data is used. In China, 
where the party-state liter-
ally says that the purpose of 
the law is to “strengthen and 
improve the Party’s leader-
ship,” technology is deployed 
to extend the political power 
of the party-state and devel-
oped according to that stan-
dard. The Party talks about 
its intent to shape global 
public opinion in order to 
protect and expand its own 
political power. At the same 
time, Chinese tech compa-
nies collect data in support of 
such efforts. Anyone living in 
a liberal democracy should be 
concerned about the ramifi-
cations this has for freedoms 
and privacy. 

Q: So should we all delete 
TikTok from our phones? 
A: I will not put it on mine. 
TikTok is a good example of 
a seemingly benign app that 
can give the CCP a lot of use-
ful data. You wouldn’t think 
of a social-media app that 
is used by a lot of children 
around the world as being 
inherently problematic for 
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The government taps into a vast 
global array of data sources 
through partnerships with both 
foreign and domestic firms. 
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political reasons. But the sen-
timent data from an app like 
TikTok can be used to under-
stand how people are influ-
enced and how they think. A 
lawsuit recently filed against 
the company in California 
alleges that face data collected 
from the app was connected 
to PRC [People’s Republic of 
China]–based servers, raising 
significant privacy concerns. 

TikTok has said that it 
stores user data in serv-
ers located in the US and 
Singapore, but this is a way 
of evading questions about 
the Party’s potential politi-
cal control over the company. 
Additionally, the app has 

been found censoring or sup-
pressing Black Lives Matter 
and LGBTQ content, among 
other subjects. To me this has 
happened frequently enough 
around the world to look like 
a pattern rather than a mis-
take, and this is a wrong that I 
cannot overlook.

Q: Can you explain why you 
are concerned about GTCOM, 
a little-known Chinese com-
pany you’ve studied?
A: GTCOM is a big-data 
and AI company that is con-
trolled by China’s Central 
Propaganda Department, 
which is deeply involved 
in Party attempts to shift 

the global narrative around 
China’s power. One of their 
products claims to collect 10 
terabytes of data a day, or two 
to three petabytes per year, 
from web pages, forums, 
Twitter, Facebook, WeChat, 
and other sources. In terms 
of size, that’s the equivalent 
of 20 billion Facebook pho-
tos. The company describes 
its work as contributing 
directly to China’s national 
security, including military 
intelligence and propaganda.  

GTCOM’s research and 
development arm has devel-
oped algorithms that look 
for military keywords in the 
information it collects, which 
could for instance come from 
CVs or patents. The company 
has specifically stated that its 
work assists with state secu-
rity. In 2017, a senior execu-
tive said that GTCOM had 
established an information 
security system that relies on 
image, text, and voice recog-
nition to “prevent security 
risks” and “provide technical 
support and assistance for 
state security.” 

Q: What about GTCOM’s work 
overseas?
A: GTCOM has strong rela-
tionships with Chinese tech 
companies that have a large 
global presence. For instance, 
it has a strategic agreement 
with Alibaba Cloud to embed 
its translation services in 
the company’s technology. 
GTCOM’s service-providing 
business model allows it to 
collect any data that GTCOM 
translation services gener-
ate. At face value, it might 
look like its services are used 
to improve translation qual-
ity, but in reality they are also 

used to build other products, 
including products connected 
to national security work. 

GTCOM has established 
partnerships with linguistics 
researchers worldwide. These 
partnerships give GTCOM 
access to a broad variety of 
data. What GTCOM is doing 
is not dissimilar to [American 
analytics company] Palantir 
in terms of big-data analyt-
ics. The difference is that the 
intent driving GTCOM’s work 
is framed by the CCP, whose 
interests run counter to those 
of a liberal democracy.  

Q: What should we do about 
all this? 
A: Ideal solutions don’t exist 
yet, partly because research 
on these issues hasn’t been 
in-depth or forward-looking. 
But we can start with greater 
investment in data literacy 
and data transparency pro-
grams. Liberal democracies 
must improve due diligence 
around security in the dig-
ital supply chain, invest in 
research and development, 
and become more compet-
itive in the smart technolo-
gies market. They cannot go 
at this alone; alliances must 
be strengthened. Finally, lib-
eral democratic governments 
must bolster data privacy laws 
and rethink how to manage 
propaganda from both foreign 
and domestic sources in the 
digital age—but without com-
promising democratic values 
along the way. To do that, they 
must be clear about what their 
values are and why they differ 
from those of authoritarian 
regimes. 

Mara Hvistendahl is an 
investigative reporter 
with The Intercept.

Samantha Hoffman is an analyst at the 
Australian Strategic Policy Institute in 

Canberra.
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But 
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?

Agricultural 
technology is 

a key US-China 
battleground, and 

the FBI is at the 
center of the

action. 

SO20_espionage.indd   58 7/28/20   3:23 PM



    

G-MAN

SPY

59

In the summer of 2011, Mark Betten drove 
north from Des Moines through the 
heart of Iowa farm country. It was a 
blistering hot Thursday just before the 
Fourth of July, the sort of day when 
no one wants to be in a car on the 
interstate. His trip to Johnston, a Des 
Moines suburb, was not intended to 

be particularly momentous. But what Betten learned there would 
end up consuming his life for the next few years.

He soon arrived at the headquarters of the seed company 
DuPont Pioneer, which occupies a low-slung building plastered 
with gigantic images of corn. Inside, Betten met with corporate 
security officers. The Federal Bureau of Investigation was shift-
ing its focus to economic espionage cases involving China. A 
14-year veteran of the bureau with a close-cropped haircut and a 
gravelly voice, Betten was at Pioneer for what the FBI calls a rou-
tine liaison visit—a chance to exchange ideas and trawl for tips.

A dizzying array of technologies were now portrayed as crit-
ical to national security: wind turbines, paint whiteners, corn 
seed. The bureau worked closely with companies to identify the 
secrets targeted by Chinese competitors, and the relationship 
with DuPont, Pioneer’s parent company, was particularly cozy. 
DuPont was already a giant corporation: it would make a profit 
of over $4 billion in 2011, on revenue of nearly 10 times as much. 
By then, the US Department of Justice (DOJ) had already brought 
at least four federal trade cases on behalf of DuPont subsidiaries 
and affiliates on trade-secret theft. In the years that followed, 
that focus would only intensify. 

At the meeting, Betten explained the bureau’s efforts to 
combat economic espionage and tackle cybersecurity threats. 
A Pioneer security officer mentioned that a few months earlier, 
a contract farmer in a remote part of Iowa had found a Chinese 
national crouched on his knees in a field where the company 
grew genetically modified inbred seed. Another man waited 
nearby in a parked car. When the farmer asked what they were 
doing, the kneeling man stammered out an excuse; then he 
bolted for the car and jumped in the passenger seat as the car 
sped away. Pioneer security later used the license plate to trace 
the rental car to a man with a Florida driver’s license. His name 
was Hailong Mo.

Back at the FBI field office, Betten soon learned of two other 
suspicious incidents involving Hailong Mo and other seed com-
panies operating in Iowa—including Monsanto, another agri-
cultural giant, which would earn over $2 billion in profits that 
year. Agricultural technology is among the sectors designated for 
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This story was adapted in part from The Scientist and the Spy, 
published by Riverhead Books.
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strategic development in China, and the US 
Office of the National Counterintelligence 
Executive, which advises the president on 
intelligence matters related to national 
security, had identified it as a frequent 
target of industrial spies. Betten ordered 
surveillance on Mo.

It turned out that Mo, who also goes 
by the first name Robert, worked for 
DBN, an agricultural company based in 
Beijing. DBN competed with Pioneer and 
Monsanto in the Chinese market. The 
Chinese government didn’t yet allow com-
panies to sell genetically modified corn 
of the sort that had been growing in the 
Iowa field, but most experts expected the 
policy to change, and DBN, it seemed, was 
trying to prepare. Over the coming years, 
Betten followed closely as Mo and his col-
leagues at DBN executed an elaborate, if 
occasionally comical, plot to steal seeds 
from Monsanto and Pioneer. They posed 
as farmers, shipped boxes of seed using 
FedEx, and even attempted to smuggle the 
seed back to China in Orville Redenbacher 
microwave popcorn bags. 

But the FBI’s reaction was equally outsized. Betten came to 
oversee a vast dragnet involving dozens of agents across the 
United States. To catch Mo stealing the trade secrets of the two 
agricultural giants, the FBI pulled out the tools that might be 
used against drug cartels or organized crime: car chases, air-
port busts, and aerial surveillance. The difference was that the 
target was a Chinese-born scientist with two PhDs—a new sort 
of criminal, and one that the US would increasingly take aim at 
over the years to come. 

T
he Justice Department is waging war on Chinese 
industrial espionage. In 2018, the department 
launched the China Initiative, an effort to crack 
down on intellectual-property theft and other crimes. 
Overseen by FBI and DOJ officials, as well as a group 

of federal prosecutors, it takes a “whole of government” approach 
that involves coordinating ideas across multiple agencies. Though 
ostensibly about upholding the law, the China Initiative has also 
become one of the US’s principal tools in its brewing technolog-
ical standoff with China. And although it is partly the creation 
of Trump administration hawks, the groundwork was laid years 
ago, under the Obama-era Justice Department. 

The FBI now has over 2,000 active investigations involving 
China, spanning all 56 field offices. “We’re talking about every-
thing from Fortune 100 companies to Silicon Valley startups, from 
government and academia to high tech and even agriculture,” 

FBI director Christopher Wray said at a 
conference at a Washington, DC, think 
tank in February. Even the pandemic has 
not slowed the effort. At a virtual event 
hosted by another think tank in July, Wray 
said that the FBI opens a new counterin-
telligence investigation involving China 
every 10 hours. Unlike those of bureau 
targets like election interference or far-
right domestic terrorism, China-related 
investigations have full support from the 
highest levels of the Justice Department. 

In recent months, federal prosecutors 
have charged, in absentia, four members 
of China’s People’s Liberation Army (PLA) 
with hacking into the servers of the credit- 
rating agency Equifax and stealing data 
on millions of Americans. They have also 
unveiled charges of trade-secret theft 
against Huawei, the telecommunications 
giant whose ambitions to dominate the 
emerging 5G mobile telephony industry 
are seen by some as a threat to US national 
security interests. And they have charged 
US-based scientists at academic labs with 
lying about grants from Chinese insti-

tutions. (Former Harvard University chemistry chair Charles 
Lieber is the most prominent researcher to have been indicted.)

But critics question whether the DOJ’s China push achieves its 
goals of deterring crime and protecting innovation in America. In 
some cases, the drive to go after technology threats has resulted 
in hasty prosecutions, with charges later dropped or downgraded. 
“Everything looks like a nail when you’ve got a hammer,” says 
Margaret Lewis, an expert on China and Taiwan at Seton Hall 
Law School in Newark, New Jersey. “DOJ is sweeping together 
everything from PLA hackers to misreporting on grants into 
one big China threat.” 

T
he US focus on industrial espionage didn’t begin 
with China. It goes back to the end of the Cold 
War, when the dissolution of the Soviet Union left 
a vacuum in the intelligence agencies. As agents 
left in droves, intelligence leaders sought out a new 

purpose. Industrial espionage was a natural fit. The increasing 
reach of the internet made technologies much easier to steal.

At the time, most US companies dealt with trade-secret theft 
through civil lawsuits, with one company suing another—and 
assuming the attendant legal costs. No international treaty or 
agreement addressed industrial espionage. In 1996, President 
Bill Clinton signed the Economic Espionage Act into law, 
making trade-secret theft a federal crime and marking attacks 
on American business as a national security threat. The act’s 
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stiffest penalties against individuals—fines of up to $5 million 
and up to 15 years in prison—are reserved for thefts that can 
be connected to a foreign government. At the time that meant 
France and Israel. Thefts by Chinese companies were not yet a 
significant concern. 

Federal prosecutors brought only a handful of cases in those 
early years, and after the terrorist attacks of September 11, 2001, 
industrial espionage took a back seat to counterterrorism on the 
FBI’s list of priorities. Only when investigations picked up again 
in the late 2000s did the focus shift to China. The country’s 
ambitious plans to build up strategic technology industries were 
provoking alarm in Washington. As the two countries moved 
into a more adversarial relationship, the determination to focus 
on trade-secret theft only increased. 

In 2009, the FBI created a dedicated Economic Espionage 
Unit. In the years that followed, the bureau spearheaded an infor-
mation blitz—holding seminars for companies and universities 
and printing brochures with titles like “Agricultural Economic 
Espionage: A Growing Threat.” At moments, the FBI has even 
staged international sting operations to defend US companies’ 
technology. In 2012, for example, an informant lured two Chinese 
entrepreneurs to the United States. The entrepreneurs had tar-
geted the trade secrets of Pittsburgh Corning, which makes 
glass-block insulation. In a fictionalized film that the FBI pro-
duced about the operation, The Company Man, a gong sounds 
when the Chinese villains enter the frame. Later, the hero’s wife 
intones, “Just say no to the Chinese!” 

Such clunky messaging continues today. Though FBI officials 
have repeatedly said their investigations are not predicated on 
ethnicity, they have distributed pamphlets warning that “for-
eign adversaries” might try to entice US-based scholars through 
“appeals to ethnicity or nationality.” That could be counterpro-
ductive, argues Lewis. “You risk alienating people,” she says, 
adding that ethnic Chinese scientists who have not done any-
thing wrong might conclude, “I’m not actually welcome here, 
so I will go back.”

China-related investigations are costly: they require translators 
and analysts and often stretch over years. By one estimate, over 
70 agents worked on Mo’s case. But it’s not clear that they have 
a strong deterrent effect. Take the decision to charge Chinese 
army officers in absentia for hacking into Equifax’s servers. 
“If China is doing a cost-benefit calculus, and the cost-benefit 
calculus is ‘We can steal 145 million records and it means that 
four of our people can’t travel outside China,’ that’s a pretty 
good trade-off for China,” says Jack Goldsmith, who headed the 
Justice Department’s Office of Legal Counsel in the George W. 
Bush administration.

Economic espionage cases are intended to protect American 
innovators from unfair foreign competition. But in prosecuting 
them, the US government has defended the interests of corpo-
rate giants whose practices are often themselves disturbingly 
anticompetitive. Farmers looking to buy seed could once choose 

from among dozens of small seed companies. That number has 
dwindled year by year, as DuPont Pioneer and Monsanto have 
bought up their competitors. Often the new owners have kept 
the small seed companies’ names, so that many farmers do not 
even realize that their preferred brand has been acquired. 

Indeed, at the time that Betten opened an investigation into 
Mo, the Justice Department’s Antitrust Division was spear-
heading a separate inquiry into Monsanto for anticompetitive 
practices. Midway through the corn theft investigation, the DOJ 
abandoned the probe for reasons that are still unclear. It dropped 
several other agricultural investigations around the same time. 

Since then, seed companies have grown even larger. In 
2016, the German conglomerate Bayer made a bid to acquire 
Monsanto; it concluded the purchase in 2018. In 2017, DuPont 
Pioneer merged with Dow Chemical, forming a conglomer-
ate with about $90 billion in annual revenue. It subsequently 
spun out the agrichemical division as Corteva. Together with 
Syngenta and BASF, two other agricultural giants, Bayer and 
Corteva now dominate seed corn sales in the US and indeed 
in much of the world.

All of this means “higher prices and less innovation for farm-
ers and consumers,” says Austin Frerick, an antitrust researcher 
at the Yale School of Management who ran for Congress in Iowa 
in 2018 on a platform that included opposing Bayer’s acquisi-
tion of Monsanto. (He dropped out at the primary stage, citing 
challenges raising money.) “The price of corn seed has more 
than doubled in the past decade, and I promise you that seed 
didn’t get twice as good,” he says. “And as study after study in 
the economic literature demonstrates, innovation declines as 
industries get consolidated, because they lose the incentive 
to compete.”

O
n December 11, 2013, agents streamed into Mo’s 
house in Florida at the crack of dawn, arrested 
him, and led him out to a government car. It had 
taken years of work by dozens of agents in five 
states to build a case against him. In 2016, after 

two years of pretrial proceedings, Mo pleaded guilty to con-
spiring to steal trade secrets. Later that year, as Betten watched 
from a bench in a Des Moines courtroom, Mo was sentenced 
to three years in prison. 

But the government did not manage to apprehend five other 
people indicted in the case—Mo’s colleagues at DBN, who 
today remain on the FBI’s Most Wanted list. DBN, meanwhile, 
suffered no real consequences. Its stock took a dip after Mo’s 
arrest but later recovered. By the time the case had played out, 
Bayer had completed its acquisition of Monsanto. The FBI and 
Justice Department had worked hard to protect the company’s 
intellectual property in the name of safeguarding American inno-
vation. But now that company was no longer even American. 

Mara Hvistendahl is an investigative reporter with The 
Intercept.
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M
aâti Monjib speaks 
slowly, like a man 
who knows he’s 
being listened to. 

It’s the day of 
his 58th birthday 
when we speak, 

but there’s little celebration 
in his voice. “The surveillance 
is hellish,” Monjib tells me. “It 
is really difficult. It controls 
everything I do in my life.”

A history professor at the 
University of Mohammed V in 
Rabat, Morocco, Monjib viv-
idly remembers the day in 2017 
when his life changed. Charged 
with endangering state secu-
rity by the government he has 
fiercely and publicly criticized, 
he was sitting outside a court-
room when his iPhone sud-
denly lit up with a series of 
text messages from numbers 
he didn’t recognize. They con-
tained links to salacious news, 
petitions, and even Black Friday 
shopping deals. 

A month later, an arti-
cle accusing him of treason 
appeared on a popular national 
news site with close ties to 
Morocco’s royal rulers. Monjib 
was used to attacks, but now 
it seemed his harassers knew 
everything about him: another 
article included information 
about a pro-democracy event he 
was set to attend but had told 
almost no one about. One story 
even proclaimed that the pro-
fessor “has no secrets from us.”

He’d been hacked. The mes-
sages had all led to websites that 
researchers say were set up as 
lures to infect visitors’ devices 
with Pegasus, the most notori-
ous spyware in the world. 

Pegasus is the blockbuster 
product of NSO Group, a secre-
tive billion-dollar Israeli sur-
veillance company. It is sold 

to law enforcement and intel-
ligence agencies around the 
world, which use the company’s 
tools to choose a human target, 
infect the person’s phone with 
the spyware, and then take over 
the device. Once Pegasus is 
on your phone, it is no longer 
your phone.

NSO sells Pegasus with the 
same pitch arms dealers use 
to sell conventional weapons, 
positioning it as a crucial aid in 
the hunt for terrorists and crim-
inals. In an age of ubiquitous 
technology and strong encryp-
tion, such “lawful hacking” has 
emerged as a powerful tool for 
public safety when law enforce-
ment needs access to data. NSO 
insists that the vast majority 
of its customers are European 
democracies, although since 
it doesn’t release client lists 
and the countries themselves 
remain silent, that has never 
been verified. 

Monjib’s case, however, is 
one of a long list of incidents in 
which Pegasus has been used 
as a tool of oppression. It has 
been linked to cases including 
the murder of Saudi journalist 
Jamal Khashoggi, the targeting 
of scientists and campaigners 
pushing for political reform in 
Mexico, and Spanish govern-
ment surveillance of Catalan 
separatist politicians. Mexico 
and Spain have denied using 
Pegasus to spy on opponents, 
but accusations that they have 
done so are backed by substan-
tial technical evidence.

Some of that evidence is 
contained in a lawsuit filed 
last October in California by 
WhatsApp and its parent 
company, Facebook, alleg-
ing that Pegasus manipulated 
WhatsApp’s infrastructure 
to infect more than 1,400 

cell phones. Investigators at 
Facebook found more than 
100 human rights defenders, 
journalists, and public figures 
among the targets, according to 
court documents. Each call that 
was picked up, they discovered, 
sent malicious code through 
WhatsApp’s infrastructure and 
caused the recipient’s phone 
to download spyware from 
servers owned by NSO. This, 
WhatsApp argued, was a vio-
lation of American law.

NSO has long faced such 
accusations with silence. 
Claiming that much of its busi-
ness is an Israeli state secret, it 
has offered precious little pub-
lic detail about its operations, 
customers, or safeguards. 

Now, though, the company 
suggests things are changing. 
In 2019, NSO, which was owned 
by a private equity firm, was 
sold back to its founders and 
another private equity firm, 
Novalpina, for $1 billion. The 
new owners decided on a fresh 
strategy: emerge from the shad-
ows. The company hired elite 

public relations firms, crafted 
new human rights policies, and 
developed new self-governance 
documents. It even began show-
ing off some of its other prod-
ucts, such as a covid-19 tracking 
system called Fleming, and 
Eclipse, which can hack drones 
deemed a security threat.

Over several months, I’ve 
spoken with NSO leadership to 
understand how the company 
works and what it says it is doing 
to prevent human rights abuses 
carried out using its tools. I have 
spoken to its critics, who see 
it as a danger to democratic 
values; to those who urge 
more regulation of the hacking 
business; and to the Israeli regu-
lators responsible for governing 
it today. The company’s leaders 
talked about NSO’s future and 
its policies and procedures for 
dealing with problems, and it 
shared documents that detail 
its relationship with the agen-
cies to which it sells Pegasus 
and other tools. What I found 
was a thriving arms dealer—
inside the company, employees 
acknowledge that Pegasus is a 
genuine weapon—struggling 
with new levels of scrutiny that 
threaten the foundations of its 
entire industry.

“ A  D I F F I C U L T  T A S K ”
From the first day Shmuel 
Sunray joined NSO as its gen-
eral counsel, he faced one 
international incident after 
another. Hired just days after 
WhatsApp’s lawsuit was filed, 
he found other legal problems 
waiting on his desk as soon as 
he arrived. They all centered 
on the same basic accusation: 
NSO Group’s hacking tools are 
sold to, and can be abused by, 
rich and repressive regimes 
with little or no accountability. 

64 The technonationalism issue

NSO’s basic 

argument is 

that it is the 

creator of a 

technology that 

governments use, 

but that since it 

doesn’t attack 
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it can’t be held 
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Pegasus unbound

Sunray had plenty of 
experience with secrecy and 
controversy: his previous job 
was as vice president of a 
major weapons manufacturer. 
Over several conversations, 
he was friendly as he told me 
that he’s been instructed by 
the owners to change NSO’s 
culture and operations, making 
it more transparent and trying 
to prevent human rights abuses 
from happening. But he was 
also obviously frustrated by the 
secrecy that he felt prevented 
him from responding to critics. 

“It’s a difficult task,” Sunray 
told me over the phone from 
the company’s headquarters in 
Herzliya, north of Tel Aviv. “We 
understand the power of the 
tool; we understand the impact 
of misuse of the tool. We’re
 trying to do the right thing. We 
have real challenges dealing 
with government, intelligence 
agencies, confidentiality, oper-
ational necessities, operational 
limitations. It’s not a classic case 
of human rights abuse by a com-
pany, because we don’t operate 
the systems—we’re not involved 
in actual operations of the sys-
tems—but we understand there 
is a real risk of misuse from the 
customers. We’re trying to find 
the right balance.”

This underpins NSO’s basic 
argument, one that is common 
among weapons manufactur-
ers: the company is the creator 
of a technology that govern-
ments use, but it doesn’t attack 
anyone itself, so it can’t be held 
responsible. 

Still, according to Sunray, 
there are several layers of pro-
tection in place to try to make 
sure the wrong people don’t 
have access.

M A K I N G  A  S A L E
Like most other countries, 
Israel has export controls that 
require weapons manufactur-
ers to be licensed and subject 
to government oversight. In 
addition, NSO does its own 
due diligence, says Sunray: its 
staff examine a country, look 
at its human rights record, 
and scrutinize its relationship 
with Israel. They assess the 
specific agency’s track record 
on corruption, safety, finance, 
and abuse—as well as factoring 
in how much it needs the tool. 

Sometimes negatives are 
weighed against positives. 
Morocco, for example, has a 
worsening human rights record 
but a lengthy history of cooper-
ating with Israel and the West 
on security, as well as a genuine 

terrorism problem, so a sale 
was reportedly approved. By 
contrast, NSO has said that 
China, Russia, Iran, Cuba, 
North Korea, Qatar, and Turkey 
are among 21 nations that will 
never be customers.

Finally, before a sale is 
made, NSO’s governance, risk, 
and compliance committee 
has to sign off. The company 
says the committee, made up 
of managers and shareholders, 
can decline sales or add con-
ditions, such as technological 
restrictions, that are decided 
case by case. 

P R E V E N T I N G  A B U S E
Once a sale is agreed to, the 
company says, technological 
guardrails prevent certain 
kinds of abuse. For exam-
ple, Pegasus does not allow 
American phone numbers to 
be infected, NSO says, and 
infected phones cannot even 
be physically located in the 
United States: if one does find 
itself within American borders, 
the Pegasus software is sup-
posed to self-destruct. 

NSO says Israeli phone 
numbers are among others 
also protected, though who 
else gets protection and why 
remains unclear.

When a report of abuse 
comes in, an ad hoc team of up 
to 10 NSO employees is assem-
bled to investigate. They inter-
view the customer about the 
allegations, and they request 
Pegasus data logs. These logs 
don’t contain the content the 
spyware extracted, like chats or 
emails—NSO insists it never 
sees specific intelligence—but 
do include metadata such as a 
list of all the phones the spy-
ware tried to infect and their 
locations at the time. 

According to one recent 
contract I obtained, customers 
must “use the system only for 
the detection, prevention, and 
investigation of crimes and 
terrorism and ensure the sys-
tem will not be used for human 
rights violations.” They must 
notify the company of poten-
tial misuse. NSO says it has 
terminated three contracts in 
the past for infractions includ-
ing abuse of Pegasus, but it 
refuses to say which countries 
or agencies were involved or 
who the victims were.

“ W E ’ R E  N O T  N A Ï V E ”
Lack of transparency is not the 
only problem: the safeguards 
have limits. While the Israeli 
government can revoke NSO’s 
license for violations of export 
law, the regulators do not take 
it on themselves to look for 
abuse by potential customers 
and aren’t involved in the com-
pany’s abuse investigations. 

Many of the other proce-
dures are merely reactive as 
well. NSO has no permanent 
internal abuse team, unlike 
almost any other billion-dol-
lar tech firm, and most of its 
investigations are spun up only 
when an outside source such 
as Amnesty International or 

Moroccan academic 
and free-speech 
campaigner Maâti 
Monjib has been 
watched by his 
government for 
years. “The sur-
veillance is hell-
ish,” he says. 
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Citizen Lab claims there has 
been malfeasance. NSO staff 
interview the agencies and cus-
tomers under scrutiny but do 
not talk to the alleged victims, 
and while the company often 
disputes the technical reports 
offered as evidence, it also 
claims that both state secrecy 
and business confidentiality 
prevent it from sharing more 
information. 

The Pegasus logs that are 
crucial to any abuse inquiry 
also raise plenty of questions. 
NSO Group’s customers are 
hackers who work for spy agen-
cies; how hard would it be for 
them to tamper with the logs? 
In a statement, the company 
insisted this isn’t possible but 
declined to offer details.

If the logs aren’t disputed, 
NSO and its customers will 
decide together whether targets 
are legitimate, whether genuine 
crimes have been committed, 
and whether surveillance was 
done under due process of law 
or whether autocratic regimes 
spied on opponents. 

Sunray, audibly exasperated, 
says he feels as if secrecy is 
forcing him to operate with 
his hands tied behind his back.

“It’s frustrating,” he told me. 
“We’re not naïve. There have 
been misuses. There will be 
misuses. We sell to many gov-
ernments. Even the US gov-
ernment—no government is 
perfect. Misuse can happen, 
and it should be addressed.” 

But Sunray also returns to the 
company’s standard response, 
the argument that underpins 
its defense in the WhatsApp 
lawsuit: NSO is a manufacturer, 
but it’s not the operator of the 
spyware. We built it but they
did the hacking—and they are 
sovereign nations.

That’s not enough for many 
critics. “No company that 
believes it can be the indepen-
dent watchdog of their own 
products ever convinces me,” 
says Marietje Schaake, a Dutch 
politician and former member 
of the European Parliament. 
“The whole idea that they have 
their own mechanisms while 
they have no problem selling 
commercial spyware to who-
ever wants to buy it, knowing 
that it’s used against human 
rights defenders and journal-
ists—I think it shows the lack of 
responsibility on the part of this 
company more than anything.”

So why the internal push 
for more transparency now? 
Because the deluge of techni-
cal reports from human rights 
groups, the WhatsApp lawsuit, 
and increasing governmental 
scrutiny threaten NSO’s sta-
tus quo. And if there is going 
to be a new debate over how 
the industry gets regulated, it 
pays to have a powerful voice. 

G R O W I N G  S C R U T I N Y
Lawful hacking and cyber-
espionage have grown enor-
mously as a business over the 
past decade, with no signs of 
retreat. NSO Group’s previous 
owners bought the company in 
2014 for $130 million, less than 
one-seventh of the valuation it 
was sold for last year. The rest 
of the industry is expanding 
too, profiting from the spread 
of communications technology 
and deepening global insta-
bility. “There’s no doubt that 
any state has the right to buy 
this technology to fight crime 
and terrorism,” says Amnesty 
International’s deputy director, 
Danna Ingleton. “States are 
rightfully and lawfully able to 
use these tools. But that needs 

to be accompanied more with 
a regulatory system that pre-
vents abuses and provides 
an accountability mechanism 
when abuse has happened.” 
Shining a much brighter light 
on the hacking industry, she 
argues, will allow for better reg-
ulation and more accountability. 

Earlier this year Amnesty 
International was in court 
in Israel arguing that the 
Ministry of Defense should 
revoke NSO’s license because 
of abuses of Pegasus. But just as 
the case was starting, officials 
from Amnesty and 29 other 
petitioners were told to leave 
the courtroom: a gag order was 
being placed on the proceed-
ings at the ministry’s urging. 
Then, in July, a judge rejected 
the case outright. 

“I do not believe as a matter 
of principle and as a matter of 
law that NSO can claim a com-
plete lack of responsibility for 
the way their tools are being 
used,” says United Nations 
special rapporteur Agnès 
Callamard. “That’s not how it 
works under international law.”

Callamard advises the UN 
on extrajudicial executions 
and has been vocal about 
NSO Group and the spyware 
industry ever since it emerged 
that Pegasus was being used 
to spy on friends and asso-
ciates of Khashoggi shortly 
before he was murdered. For 
her, the issue has life-or-death 
consequences. 

“We’re not calling for some-
thing radically new,” says 
Callamard. “We are saying that 
what’s in place at the moment 
is proving insufficient, and 
therefore governments or reg-
ulatory agencies need to move 
into a different gear quickly. 
The industry is expanding, and 
it should expand on the basis 
of the proper framework to 
regulate misuse. It’s important 
for global peace.”

There have been calls for 
a temporary moratorium on 
sales until stronger regulation 
is enacted, but it’s not clear what 
that legal framework would look 
like. Unlike conventional arms, 
which are subject to various 
international laws, cyber weap-
ons are currently not regulated 
by any worldwide arms con-
trol agreement. And while non-
proliferation treaties have been 
suggested, there is little clarity 
on how they would measure 
existing capabilities, how mon-
itoring or enforcement would 
work, or how the rules would 
keep up with rapid technologi-
cal developments. Instead, most 
scrutiny today is happening at 
the national legal level.

In the US, both the FBI 
and Congress are looking into 
possible hacks of American 
targets, while an investi-
gation led by Senator Ron 
Wyden’s office wants to find 
out whether any Americans 

If NSO loses the 

WhatsApp case,one 

lawyer says,  

it calls into 

question all those 

companies that 

make their living 

by finding flaws 

in software and 

exploiting them.
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are involved in exporting 
surveillance technology to  
authoritarian governments. 
A recent draft US intelli-
gence bill would require 
a government report on  
commercial spyware and sur-
veillance technology.

The WhatsApp lawsuit, 
meanwhile, has taken aim close 
to the heart of NSO’s business. 
The Silicon Valley giant argues 
that by targeting California 
residents—that is, WhatsApp 
and Facebook—NSO has given 
the court in San Francisco 
jurisdiction, and that the judge 
in the case can bar the Israeli 
company from future attempts 
to misuse WhatsApp’s and 
Facebook’s networks. That 
opens the door to an awful lot 
of possibilities: Apple, whose 
iPhone has been a paramount 
NSO target, could feasibly 

mount a similar legal attack. 
Google, too, has spotted NSO 
targeting Android devices. 

And financial damages are 
not the only sword hanging 
over NSO’s head. Such law-
suits also bring with them the 
threat of courtroom discov-
ery, which has the potential to 
bring details of NSO’s business 
deals and customers into the 
public eye.

“A lot depends on exactly 
how the court rules and how 
broadly it characterizes the 
violation NSO is alleged to 
have committed here,” says 
Alan Rozenshtein, a former 
Justice Department lawyer now 
at the University of Minnesota 
Law School. “At a minimum, if 
NSO loses this case, it calls into 
question all of those compa-
nies that make their products 
or make their living by finding 

flaws in messaging software 
and providing services exploit-
ing those flaws. This will cre-
ate enough legal uncertainty 
that I would imagine these 
would-be clients would think 
twice before contracting with 
them. You don’t know if the 
company will continue to 
operate, if they’ll get dragged 
to court, if your secrets will 
be exposed.” NSO declined 
to comment on the alleged 
WhatsApp hack, since it is 
still an active case. 

“ W E  A R E  A L W A Y S  S P I E D  O N ”
In Morocco, Maâti Monjib 
was subjected to at least four 
more hacking attacks through-
out 2019, each more advanced 
than the one before. At some 
point, his phone browser 
was invisibly redirected to 
a suspicious domain that 
researchers suspect was used 
to silently install malware. 
Instead of something like a text 
message that can raise the 
alarm and leaves a visible trace, 
this one was a much quieter 
network injection attack, a 
tactic valued because it’s 
almost imperceptible except 
to expert investigators.

On September 13, 2019, 
Monjib had lunch at home 
with his friend Omar Radi, a 
Moroccan journalist who is one 
of the regime’s sharpest critics. 
That very day, an investigation 
later found, Radi was hit with 
the same kind of network injec-
tion attacks that had snared 
Monjib. The hacking campaign 
against Radi lasted at least 
into January 2020, Amnesty 
International researchers said. 
He’s been subject to regular 
police harassment ever since.

At  least  seven more 
Moroccans received warnings 

from WhatsApp about Pegasus 
being used to spy on their 
phones, including human 
rights activists, journalists, 
and politicians. Are these the 
kinds of legitimate spying 
targets—the terrorists and 
criminals—laid out in the con-
tract that Morocco and all NSO 
customers sign? 

In December, Monjib and 
the other victims sent a letter 
to Morocco’s data protection 
authority asking for an inves-
tigation and action. Nothing 
formally came of it, but 
one of the men, the pro- 
democracy economist Fouad 
Abdelmoumni, says his friends 
high up at the agency told him 
the letter was hopeless and 
urged him to drop the matter. 
The Moroccan government, 
meanwhile, has responded by 
threatening to expel Amnesty 
International from the country.

What’s  happening in 
Morocco is emblematic of 
what’s happening around 
the world. While it’s clear 
that democracies are major 
beneficiaries of lawful hack-
ing, a long and growing list 
of credible, detailed, techni-
cal, and public investigations 
shows Pegasus being misused 
by authoritarian regimes with 
long records of human rights 
abuse. 

“Morocco is a country under 
an authoritarian regime who 
believe people like Monjib and 
myself have to be destroyed,” 
says Abdelmoumni. “To 
destroy us, having access to all 
information is key. We always 
consider that we are spied on. 
All of our information is in the 
hands of the palace.” 

Patrick Howell O’Neill 
covers cybersecurity for 
MIT Technology Review.
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The Rosenau Brothers clothing 
factory in Lansford, Pennsylvania, 
once employed 500 people. It 
closed for good in the 1990s.
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early March, as the coronavirus pandemic 
forced America to contemplate a nation-
wide shutdown, Dan St. Louis started 
to get nervous. St. Louis runs a facility 
in Conover, North Carolina, called the 
Manufacturing Solutions Center, which 
prototypes and tests new fabrics and 
other materials; most of its funding comes 
from contracts with what remains of the 
American textile industry. With stay-at-
home orders on the horizon, “our business 
just dried up immediately,” he says.

A week later, St. Louis’s cell phone 
began to ring incessantly: hospitals, nursing 
homes, and funeral homes from as far away 
as New York. Everyone wanted to know if 
he could find them masks and gowns, or tell 
them who could, or at least help them figure 
out whether the personal protective equip-
ment (PPE) they could get was any good. 
“And that was just half my calls,” he says. 
The others were from makers of furniture, 
pants, and shirts, and dozens of other busi-
nesses with industrial facilities they wanted 
to put to use to help shore up the supply 
of whatever was needed. St. Louis breaks 
into rapid-fire gibberish trying to mimic 
the callers’ urgency, and then, chuckling, 
can’t seem to find the right words. 

“I’m telling you … It was … You couldn’t.”
St . Louis  has  worked at  the 

Manufacturing Solutions Center since 
it was founded, in 1990, as a division of 
Catawba Valley Community College. He 
keeps a list eight pages long of every kind 
of test the facility has ever run to evaluate 
specialty fabrics: filters used in motorcy-
cle cooling systems and clothing that dis-
penses pain medication, hard casts for bone 

fractures and nontoxic treatment for raw 
silk, hybrid sock-tights featured on Oprah. 
But they’d never worked on PPE before 
March: “There wasn’t anybody calling us 
saying, ‘Hey, will you test this stuff?’” That’s 
because most PPE was made overseas.

St. Louis’s sudden education began just 
as governments across the world started 
treating the looming shortage of masks and 
face shields as a matter of national security. 
Germany banned PPE exports on March 4. 
Malaysia, India, and dozens of others soon 
took similar measures. Diplomacy eased 
some of this early jockeying over the exist-
ing supply—Taiwan pledged to donate 10 
million masks overseas, President Donald 
Trump grudgingly allowed 3M to sell N95s 
to Canada, the EU convinced Germany 
to share its PPE with the rest of the bloc 
and then prohibited exports outside it—
but by the end of April, the World Trade 
Organization was reporting that more 
than 80 countries around the world had 
taken steps to limit exports of PPE during 
the pandemic.

It was a scenario St. Louis had often 
thought about before: the US, abruptly 
forced to go it alone, discovering how lit-
tle the country makes of the stuff it con-
sumes. Usually, he imagined a war with 
China: “You can’t call and say ‘Our guys are 
cold—we need stuff.’” But the pandemic 
made clear that the pinch could come in 
a variety of forms. 

In 1990, he recalled, the US textile 
industry produced 60% of the “cut & sew” 
apparel made worldwide—that is, clothing 
with stitches on the seams, as opposed to 
knitted wool sweaters or rain gear whose 
pieces are welded together with heat. Today 
that figure is 3%. When federal and state 
agencies began to publish numbers about 
how much PPE they’d need to outlast 
the accelerating outbreak, St. Louis was 
flabbergasted. “We need a billion gowns! 
Good God,” he says. “We need a billion? 
A billion? I can’t even fathom that.” 

The sudden need for a range of lifesav-
ing fabrics threw the handful of facilities 
like St. Louis’s into overdrive. In the mid-
dle of March, they began ferrying samples, 
performance specs, and recommended 

adjustments back and forth to fabric 
mills trying to convert their operations 
overnight to making essential goods. At 
the end of three months, St. Louis says, 
the Manufacturing Solutions Center had 
helped 28 companies begin churning out 
fabric suitable for hospital gowns. 

Masks and respirators are a different 
question. Existing worldwide supplies of 
the melt-blown polypropylene used in the 
most coveted PPE item in hospitals—the 
N95 respirators capable of filtering out 
the virus—are spoken for through at least 
the first few months of 2021. In March, a 
senior official at the US Department of 
Health and Human Services estimated 
that American health-care workers alone 
would go through 3.5 billion N95 masks 
fighting the coronavirus.

Surgical masks are not as protective 
as N95s, but they do shield the wearer 
from droplets and fluids better than the 
now ubiquitous cloth masks—3% to 25% 
better, depending on the study. To sustain 
any meaningful reopening of the economy, 
surgical masks will likely have to be made 
by the tens or even hundreds of billions. 
Outfits like the Manufacturing Solutions 
Center are also uniquely qualified to develop 
a new generation of higher-performance 
cloth masks, or ones that use small filter 
inserts to stretch scarce materials further. 
One model created at the facility is a knit 
mask woven through with copper, which is 
being used in medical facilities and by the 
US military. Thanks to its tight fit, it “doesn’t 
fog my glasses,” as one of St. Louis’s col-
leagues says, but they have no way to eval-
uate it more definitively than that. 

In July, St. Louis was still scrambling 
to raise $500,000 to buy machinery that 
would allow him to test the fabric used in 
masks. Meanwhile, he refers inquiries about 
mask testing to a company in Nevada—the 
lone private laboratory in the US certified 
by the CDC to perform such tests.

Meanwhile, 40 miles south of Conover, in 
the town of Belmont, the Textile Technology 
Center at Gaston College specializes in what 
the industry refers to as “yarn.” Give Dan 
Rhodes a small sample of a novel polymer, 
and he’ll figure out how to extrude it into a 

IN

The photographs accompanying this article are 

part of Abandoned America, a multi-decade project 

documenting derelict sites throughout the country.
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filament, and how to fine-tune the process 
to see whether the material can be made to 
work in high-speed manufacturing. Rhodes 
and his colleagues are working with a man-
ufacturer of coronavirus test kits to make 
the fiber wicks that siphon saliva samples 
into a blend of testing reagents. Another 
client is an Ohio-based manufacturer of 
cotton swabs that is replacing the cotton 
with a synthetic equivalent in order to make 
nasal testing swabs uncontaminated by the 
plant fiber’s DNA. 

Vital work. And yet in each case, few 
American businesses could step up to fill 
a similar niche. Rhodes told me that most 
surviving textile companies have long since 
disbanded the proprietary sampling labs 
they used to house on site. Many of the 
senior staff at both centers learned their 
trade at companies that were picked apart 
and reconstituted overseas after hostile 
takeovers by investors like Wilbur Ross, 
the current secretary of commerce, who 

made part of his fortune outsourcing tex-
tile jobs to Asia in the early 2000s. 

That means much of the brain trust 
for the American textile industry—the 
Manufacturing Solutions Center’s web-
site advertises “300 years of textile expe-
rience”—got its training in private-sector 
jobs that no longer exist in the United 
States. Rhodes, who is 72, plans to retire 
at the end of August and jokes that “half 
the people here collect a Social Security 
check.” St. Louis retired in July; every plant 
where he ever worked closed long ago.  

Rhodes recalls watching from afar as the 
town of Fort Payne, Alabama, lost its status 
as “sock capital of the world.” “All it takes 
is one financier”—he stretches the word 
across four venomous syllables—“on Wall 
Street to call somebody in China and say, 
‘Send me a million dozen of those black 
socks with the gold thread in the toe.’ He 
doesn’t know how to make any socks, but 
he can destroy all that expertise.”

Why did the sock makers leave Fort 
Payne? To Jon Clark, who spent 30 years 
crisscrossing the country from his home 
in Houston to buy scrap equipment from 
shuttered factories, the answer is obvious: 
there’s money to be made shifting oper-
ations from what he calls “the 30-, 40-, 
50-dollar-an-hour zone in the US” to the 
“three-, four-, five-dollar zone” overseas. 
The problem, in Clark’s view, is that the 
incentives driving the economy no lon-
ger distinguish between profitability and 
greed. “It used to be that plants closed 
because they weren’t profitable,” he says. 
“Now they close because they’re not prof-
itable enough.” 

Clark, who is 72, began his career in 
1965 as an engineer in a Texas fertilizer 
plant where chemically induced asthma 
was a daily hazard. He remembers watch-
ing birds expire in midair as they flew 
from one side of the plant to the other. 
Environmental laws transformed huge 
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swaths of American manufacturing, but 
they also gave US corporations a strong 
incentive to relocate factories to places 
where they could pollute at will.  

Over the same period, seismic improve-
ments in shipping and technology made 
it possible for corporations to rely on net-
works of suppliers that stretch across the 
planet. Modern supply chains are fluid 
and elaborate, ever shifting to account 
for minute changes in the price of screws, 
thread, or copper wire. As a result, manu-
facturers have continued to bring cheaper 
goods to American consumers even as the 
components required to make them come 
from farther and farther away. 

Clark began buying and selling equip-
ment full time in the 1980s, just as these 
transformations were accelerating the 
exodus of heavy manufacturing from the 
US to cheaper labor mar-
kets all over the world—
China, Mexico, Vietnam. 
In 2003, he began publish-
ing a biweekly newsletter 
called Plant Closing News 
(PCN) as a service for the 
scrap industry, a way to help 
auctioneers and equipment 
brokers chase leads on bar-
gain wire stranders and double-arm mix-
ers across the country. Over the years, his 
encyclopedic knowledge of the decline—
or, more charitably, the evolution—of 
American industry has crystallized into a 
kind of lament about the shifting character 
of the US economy. 

Each PCN listing includes the type of 
facility and its expected closing date, an 
address, a phone number, and the name 
of a contact person for anyone looking to 
move, buy, or scrap the equipment inside, 
along with a sentence or two on the num-
ber of displaced workers and the reasons 
behind a plant’s shuttering. Compiling 
the entries is simple, if grueling, work that 
usually involves extracting the necessary 
particulars over the phone from employees 
likely to be losing their jobs. By the time 
Clark sent out the last issue in December 
2019, after a detached retina left him tem-
porarily blind in one eye, he had chronicled 

the demise of 16,000 factories, plants, and 
mills in 17 years.

When Clark and I first spoke, he began 
reading his newsletter aloud to me over the 
phone in a rich Texas baritone, interspersed 
with his own idiosyncratic commentary. 
“Can you imagine a plant that does nothing 
but break a million eggs a month?” he asked. 
“That’s 500 tons of broken shells a year!” 

Clark rattled off all the factory clo-
sures he’d compiled for a stretch of July 
2019: an aircraft-lock assembly plant, a 
scrap-metal shredding facility, a conveyor 
manufacturer, three plastic-bottle plants, 
a foundry, a glass plant, a South Carolina 
plant that manufactured textile machinery, 
a pharmaceutical plant in Wyoming (“The 
only one,” he interjected), a Florida plant 
that bent tubes into automotive parts, a 
paint-manufacturing plant in Missouri, a 

corrugated-cardboard-box plant in New 
York, and on and on and on. “Those are 
the ones that I know of,” Clark added, 
when he finally reached the end of the list.

The decision to close a plant often 
heralds a chaotic time on the ground, as 
a dwindling team on site shoulders the 
responsibility of continuing to run a facility 
slated for closure. There’s still inventory to 
track, maintenance to be done, and product 
to be pushed out, along with all the paper-
work that goes into settling the books before 
closing a place down. Often, the workers 
themselves are the last ones to be told.

For the first five years of PCN, Clark’s 
daughter Kristen, then at home with her 
oldest child, was his main “caller.” She took 
the leads he gleaned from trade publica-
tions and industry chatter, contacted the 
plants, and coaxed the remaining staff 
into providing the information needed 
for Rolodex-like entries designed to help 

contractors gin up business in demolition, 
secondhand equipment, and environmen-
tal remediation. “We got hung up on a lot,” 
Kristen remembers. But there were also 
moments of pathos. “We got an opportu-
nity to cry with them, and pray with them, 
and a lot of them got very angry,” Jon says. 

PCN’s run overlapped with a historic 
decline in manufacturing employment in 
the United States. From 2000 to 2016, 
the US shed nearly 5 million manufac-
turing jobs, or more than a quarter of the 
total, and one out of every five manufac-
turing establishments in the country shut 
its doors. Clark charted this decline in 
his newsletter, watching as globalization 
tugged at one thread after another in the 
tapestry of American industry. In the 
early 2000s, a wave of sock manufactur-
ers closed, followed by food-processing 

plants, plastics plants, automotive plants, 
and lightbulb factories.

In 2013, Walmart rolled out a “Made in 
the USA” campaign, vowing to shore up 
domestic manufacturing by spending $50 
billion over 10 years on US-made goods. 
But the company was forced to scale back 
its ambitions after the watchdog group 
Truth in Advertising found hundreds of 
products at Walmart stores falsely labeled 
as made in the USA. As Clark put it, “We 
still have 330 million people in this coun-
try, most of whom wear socks, but Walmart 
couldn’t find anybody who made socks in 
America.” 

Five years ago, Donald Trump cam-
paigned on the argument that manufacturers 
who offshored American jobs were forsak-
ing patriotism for profit. Fused with racist 
grievance and conspiracy theory, that mes-
sage helped propel him to the Republican 

The technonationalism issue

“CAN YOU IMAGINE A PLANT “CAN YOU IMAGINE A PLANT “CAN YOU IMAGINE A PLANT 
THAT DOES NOTHING BUT BREAK THAT DOES NOTHING BUT BREAK 
“CAN YOU IMAGINE A PLANT 
THAT DOES NOTHING BUT BREAK 
“CAN YOU IMAGINE A PLANT “CAN YOU IMAGINE A PLANT 
THAT DOES NOTHING BUT BREAK 
“CAN YOU IMAGINE A PLANT 

A MILLION EGGS A MONTH? A MILLION EGGS A MONTH? 
THAT DOES NOTHING BUT BREAK 
A MILLION EGGS A MONTH? 
THAT DOES NOTHING BUT BREAK THAT DOES NOTHING BUT BREAK 
A MILLION EGGS A MONTH? 
THAT DOES NOTHING BUT BREAK 

THAT’S 500 TONS OF BROKEN THAT’S 500 TONS OF BROKEN 
A MILLION EGGS A MONTH? 
THAT’S 500 TONS OF BROKEN 
A MILLION EGGS A MONTH? A MILLION EGGS A MONTH? 
THAT’S 500 TONS OF BROKEN 
A MILLION EGGS A MONTH? 

SHELLS A YEAR!”SHELLS A YEAR!”
THAT’S 500 TONS OF BROKEN 
SHELLS A YEAR!”
THAT’S 500 TONS OF BROKEN THAT’S 500 TONS OF BROKEN 
SHELLS A YEAR!”
THAT’S 500 TONS OF BROKEN 

SO20_manufacturing.indd   72 7/29/20   5:48 PM



73
C

H
R

IS
 E

D
W

A
R

D
S

nomination and then the presidency. In the 
2016 election, Trump’s attacks on corpo-
rations that “moved [our] jobs to Mexico” 
were a core element of his pitch to the very 
same voters—white, male Midwesterners 
with a high school education—who formed 
a prominent cohort in America’s shrinking 
manufacturing workforce.

At the time, the prevailing wisdom 
among economists held that Trump was 
wrong. Certainly, previous declines in 
American manufacturing, such as the 
waves of textile and steel layoffs in the 
1980s, could be linked more or less directly 
to gains in developing countries. Hundreds 
of new garment factories opened in China, 
Bangladesh, and Indonesia. Brazil and 
South Korea aggressively expanded steel 
production. But while the decline in the 
2000s appeared to have a similar expla-
nation—now China’s and South Korea’s 
economies were expanding by leaps and 
bounds, and American stores were fill-
ing with Korean TVs and Chinese toys 
and electronics—many economists and 
commentators looked at the data on man-
ufacturing’s share of GDP and concluded 
that imports couldn’t be the major culprit 
behind so many lost jobs. 

A typical example: Michael Hicks, an 
economist at Ball State University, coau-
thored a widely cited report arguing that 
“import substitution”—Americans’ choices 
to buy cheaper foreign-made products 
instead of more expensive goods made 
domestically—accounted for only about 
750,000 lost jobs, or roughly one-seventh 
of the total. What took away the rest? 
Layoffs of redundant workers once pro-
tected by unions; robots and automation; 
and reliance on more efficient maintenance 
and service contractors in place of part of 
the former labor force, he argued. After 
all, even as the number of manufacturing 
jobs shrank dramatically, the dollar value 
of US manufactured goods continued to 
grow. “I call it productivity,” Hicks told me.

For years, Susan Houseman, a labor 
economist at the Upjohn Institute for 
Employment in Kalamazoo, Michigan, 
watched a parade of pundits explain away 
those 4 million lost jobs in similar terms. 

Unmade in America

 This page 
North Carolina’s Manufac-
turing Solutions Center 
prototypes and tests new 
fabrics and other materi-
als, working with renewed 
urgency because of the 
 pandemic.

 Opposite 
Jon Clark, publisher of 
Plant Closing News, and 
his wife, Donna.
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Houseman didn’t buy it. Beginning in 2007, 
she published a series of papers arguing 
that the basic tools the federal government 
uses to generate manufacturing, import, 
and export statistics were misleading and 
frequently misinterpreted. 

If a television manufacturer that sells 
$1,000 TVs relocates production overseas, 
and Americans start buying $500 imported 
TVs instead, the amount of economic 
activity “displaced” by offshoring shows 
up as $500, not $1,000. But the American 
town that hosted the old factory lost $1,000 
worth of work. Even if the TV is still made 
in the US, but complex components start 
being sourced abroad, productivity statis-
tics don’t account for labor done by for-
eign suppliers. If a TV assembled in Ohio 
takes nine hours of Vietnamese labor and 
one hour of Toledo labor, as opposed to 
all 10 hours coming from Toledo, federal 
statistics will show that American manu-
facturers are suddenly able to produce 10 

times as many TVs with the same amount 
of labor. “Productivity” jumps. It appears 
as though technology improved, when 
what really happened is that jobs were 
shipped abroad.

Furthermore, Houseman adds, for sev-
eral decades, the speed and power of the 
chips and semiconductors churned out by 
one small slice of American manufactur-
ers advanced so rapidly that increases in 
“output” from that sector alone accounted 
for the vast majority of productivity gains 
among US manufacturers. Leave comput-
ers out of it, and all of a sudden US manu-
facturing appeared to be in very bad shape. 

“Research that has looked at the auto-
mation story, the robot story—there’s 
really no evidence that that could have 
precipitated such a large decline in man-
ufacturing employment,” Houseman says. 
“Trump resonated to some people because 
what he was saying seemed true to them, 
and to a very large degree, he was right.” 

After the pandemic hit, one ingredi-
ent in China’s remarkable recovery was 
its ability to turn the rudder of its enor-
mous industrial engine to the needs of 
the moment. By one estimate, Chinese 
production of N95s and other surgical 
masks grew 30-fold in less than three 
months, reaching nearly half a billion a 
day. By contrast, 3M, the largest domestic 
US manufacturer of N95s, has received 
enough government funding to nearly 
triple its output and currently produces 
just over 1.5 million a day.

Willy Shih, a professor of management 
practice at Harvard Business School, says 
part of this chasm stems from the loss of 
the “industrial commons”—the combina-
tion of expertise, infrastructure, and net-
works of mutually dependent businesses 
that help foster efficiency and innovation. 
Over time, Shih argues, outsourcing has 
cannibalized not only the assembly line 
jobs we associate with the factory floor, 
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but the whole chain of intellectual effort 
that makes those jobs possible. 

This arrangement has given American 
corporations unparalleled freedom to swap 
contractors, minimize tax burdens, and 
make things using inventory someone else 
pays to insure and maintain. But all that 
flexibility, meant to guard against finan-
cial risks to shareholders, turns out to be 
flexibility of the wrong kind for 2020. Any 
manufacturer that built in wiggle room to 
better weather a pandemic would have had 
“Wall Street analysts all over their case,” 
Shih says, saying: “Look at how inefficiently 
you’re using your capital.”

Clark, the founder of Plant Closing 
News, blames this pathological pursuit of 
efficiency in large part on Jack Welch, the 
iconic late CEO of General Electric. When 
I visited Clark in Houston in February, he 
summarized Welch’s gospel as follows: If 
you have 10 employees, no matter how 
well they’re doing as a group, rank them 
1 to 10, and get rid of number 10. (The 
company abandoned this “rank and yank” 
policy a few years after Welch stepped 
down in 2001.) “And if you have 60 man-
ufacturing plants, and the smallest one is 
in North Carolina, and they’re pretty good 
but they’re always near the bottom of that 
list … when I call, the plant manager starts 
crying: ‘I been here for 40 years. This is my 
family.’ Why? Because you have 59 other 
plants that can make this stuff and ‘we 
don’t need you’?” Clark winced. 

He turned his attention to the stack of 
copies of PCN on the table and scanned 
through an issue from June 2019. A vehi-
cle seating manufacturer was laying off 28 
employees near Kalamazoo and shifting pro-
duction to Mexico and Kentucky; a plastic-
molding plant in Illinois was shutting down 
and consolidating its operations in Mexico 
and China; a medical-device manufacturer 
in Southern California was moving its plant 
to Malaysia. “This is not uncommon—this 
is every one of these,” Clark said. “If you’re 
making money and your people are doing 
a decent job, why would you move it some-
where cheaper so you can hire foreigners 
and put your own people on welfare? That’s 
never made any sense to me.”

One hallmark of our era in capitalism 
is the rise of companies that are both 
everywhere and nowhere at once. Today, 
multinational corporations—registered 
in Delaware, paying taxes in Ireland, 
sourcing materials on five continents—
drive the majority of worldwide trade. 
“Why wouldn’t you have the business 
community up in arms about [offshoring] 
undermining their competitiveness in the 
United States?” Susan Houseman asked 
me. “Because it may not be undermining 
their competitiveness.” 

But it may be undermining the US 
national interest. Because the American 
manufacturing sector is more consolidated 
and narrower in scope than it once was, 
it’s also less diverse, less resilient, and less 
able to respond to a crisis.

According to Behnam Pourdeyhimi, 
the director of the Nonwovens Institute at 
North Carolina State University, the cur-
rent wait for a machine that can produce 
the melt-blown polypropylene used in N95 
respirators is about 14 months. The technol-
ogy for the machines was developed in the 
United States, but these days, Pourdeyhimi 
says, aside from a small manufacturer in 
Florida and a sprinkling of others in Europe 
and China, German companies enjoy a near
monopoly, simply because their machines 
are so good. The machines used to “convert” 
melt-blown into wearable PPE are some-
what easier to come by, he says, but 90% 
of them—both for N95s and for pleated 
surgical masks—are made in China. 

However, recovering the ability to make 
machines that make PPE is not impossible, 
Pourdeyhimi says. He estimates the neces-
sary investment to be in the tens of millions 
of dollars. It should be doable in months. 

During World War II, President 
Franklin D. Roosevelt’s War Production 
Board famously redirected huge swaths 
of the American economy to make things 
the military needed. Factories contribut-
ing to the war effort jumped to the front 
of the line for scarce raw materials. “The 
entire capacity of the laundry industry 
will be devoted to war,” the board’s chair-
man announced in 1942: brass and steel 
would be conserved by putting an end 

to washing-machine production. Nylon 
was reserved for parachutes. Typewriter 
factories were converted to produce rifle 
barrels, while those that couldn’t went 
on making typewriters exclusively for the 
government. Technology was put to work 
where it was most needed.

All through the spring of 2020, there 
were stories of vegetables being plowed 
under and manure ponds filled with fresh 
milk because the US lacked the proper 
packaging and processing infrastructure 
to convert cafeteria and wholesale food 
into products that could be sold in gro-
cery stores—or even, perhaps, given away.

Even if individual firms are flexible 
today in ways they weren’t in the past—a 
consequence of the transformations Shih 
describes—the system as a whole cannot 
effectively pivot as it did during the last cri-
sis of this scale. Though Trump did not cre-
ate the decades-long decline in American 
manufacturing, that the president is—to say 
the least—no FDR is a not insignificant fac-
tor in America’s anemic response. Whatever 
credit Trump deserves for articulating the 
role of trade in weakening American man-
ufacturing, he has managed to squander 
a generational opportunity to throw the 
weight of the federal government behind 
securing its vitality.

In recent months, the Trump adminis-
tration has waved away the need for legis-
lation aimed at “re-shoring,” arguing that a 
presidential charm offensive will be enough 
to awaken CEOs’ sense of patriotism. Clark
doesn’t see it that way. “It’s all about where 
these companies make the most money,” 
he says. “‘If you want us to manufacture in 
the US, you’re gonna pay for it.’”

This year is the second time Clark has 
decided to retire. The first time, he lasted 
six months. He still bids on equipment 
every month or two. Why? “For my own 
entertainment. Because I’m crazy …” He 
pauses. “Because a peanut plant closed in 
Georgia and they have two 30,000-gallon 
propane tanks and I’ve got a buyer that 
wants them. So why not?” 

Rowan Moore Gerety, the author of 
Go Tell the Crocodiles, is a writer 
based in Phoenix, Arizona.
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Climate in Motion
Science, Empire,  

and the Problem of Scale

Pandemics, Pills, and Politics
Governing  

Global Health Security

STEFAN ELBE DEBORAH R. COEN

2018 2018

“Until the twentieth century, theories 
of the global circulation of the atmo-
sphere ignored motions smaller and 
shorter-lived than a major tropical 
cyclone. The circle of scientists around 
[19th-century meteorologist Julius] 
Hann bridged that gap, developing a 
picture of the interaction of small scale 
and large that still underwrites the cli-
mate models of today. Arguably, what 
makes modern climate science modern 
is its integration of phenomena of rad-
ically different dimensions …

Working without the aid of digital 
computers, Habsburg scientists 
invented creative ways to detect, model, 
and represent atmospheric motions. 
These included turning plants into 
measuring instruments, imagining riv-
erbeds as models of atmospheric waves, 
and inventing new literary and carto-
graphic genres … The scientific insti-
tutions of the supranational state 
formed a unique lens onto the natural 
world. Unlike administrators in 
Washington or Saint Petersburg, the 
emperor’s ministers in Vienna saw good 
reasons, both practical and ideological, 
to support the study of climate down 
to the details of the smallest scales.”

“When it comes to pandemic influenza, 
then, governments are actually left con-
fronting a quite unsavory and thorny 
political scenario. In the event of a new flu 
pandemic, they would initially have to let 
the virus run its course for many months 
while they wait for a virus-specific vac-
cine to gradually become available—pro-
vided, that is, they even have production 
capacity or are at least able to secure 
orders from elsewhere. This long period 
of delay could have devastating social, 
economic, political, and public health 
ramifications. During this period, gov-
ernments would also run the political risk 
of being seen as weak, even negligent, 
in their core duty to protect the welfare 
of their populations …

Precisely that political realization 
ushered in Tamiflu’s second life as a 
prominent medical countermeasure 
against pandemic flu. Moving forward, 
government considerations around the 
drug would be governed less by strict 
cost-benefit considerations and more by 
security logics and political imperatives 
… Shifting out of the context of seasonal 
flu and into that of pandemic flu fun-
damentally transformed the financial 
arithmetic around Tamiflu.”

for the bookshelf
How do governments shape tech-
nology, and how does technology 
shape governance? These interac-
tions are far more complicated than 
free-market advocates realize. The 
libertarian consensus that govern-
ment holds back innovation, which 
has circulated in Silicon Valley for 
decades, is particularly damaging. 
The books excerpted here inves-
tigate how government decisions 
affect science and technology in 
ways not widely appreciated. 

—Konstantin Kakaes
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The Entrepreneurial State
Debunking Public vs.  
Private Sector Myths

The Effortless  
Economy of Science?

The Shock of the Old
Technology and Global History  

since 1900

DAVID EDGERTON MARIANA MAZZUCATO PHILIP MIROWSKI

2006 2013 2004

“If I had to summarize the experience 
of the last century, it seems to have con-
sisted of one of the two root options: 
one says that science operates just like 
a market, so don’t worry and be happy; 
while the other insists that science is the 
antithesis of the market, and must be 
approached with the reverence appro-
priate to a mystery, altogether denying 
the grubby details … [In fact] the econ-
omy is not merely an external agency 
which funds (or not) a free-standing 
immortal but independently constituted 
science … The new move to privatize 
and re-engineer university science had 
at its core a fundamental contradiction: 
intellectual property in the larger society 
was no longer being structured primarily 
to foster personal innovation … changes 
in intellectual property in the last two 
decades were rather primarily aimed 
at creating and engrossing intellectual 
property where it had not previously 
been dominant, and subsequently con-
trolling and sequestering it for strate-
gic corporate purposes … No one was 
thinking about the implications for 
science when they set about protecting 
Mickey Mouse … yet now do we reap 
the whirlwind.”

“This conventional view of a boring, 
lethargic State versus a dynamic pri-
vate sector is as wrong as it is wide-
spread … It creates a self-fulfilling 
prophecy: the less big thinking a gov-
ernment does, the less expertise it is 
able to attract, the worse it performs, 
and the less big thinking it is allowed 
to do and capable of doing …

If the State is so important to fund-
ing high-risk investments in innova-
tion, it should follow that the State 
should earn back a direct return on 
its risky investments. Such returns 
can be used to fund the next round 
of innovations, but also help cover 
the inevitable losses that arise when 
investing in high-risk areas. So rather 
than worrying too much about the 
State’s in/ability to ‘pick winners,’ 
more thought should be dedicated 
to how to reward the wins when they 
happen so that the returns can cover 
the losses from the inevitable fail-
ures, as well as funding new future 
wins. Put provocatively, had the State 
earned back just 1 per cent from the 
investments it made in the Internet, 
there would be much more today to 
invest in green tech.”

“The most innovative nations of the 
twentieth century have not been the 
fastest growing.

So powerful has this innovation-
centric view been, especially in its 
nationalistic versions, that all evidence 
to the contrary has been studiously 
ignored … national rates of economic 
growth did not correlate positively 
with national investments in invention, 
research and development, or innova-
tion. It has not been the case that coun-
tries that innovate a lot, grow a lot …

Why does the techno-nationalist 
assumption about innovation and 
growth not hold? The link between 
innovation and use, and thus economic 
performance, is far from straightforward. 
Yet the techno-nationalist assumption 
implies that the things a nation uses 
derive from its own invention and inno-
vation, or at the very least that inno-
vating nations have early leads in the 
technologies they innovate. Yet the site 
of innovation is not always the major 
site of even early use of the technology 
… Most technologies are shared across 
national boundaries; nations acquire 
more new technology from abroad than 
they innovate themselves.”
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the day. Humanyze has trademarked 
its “Organizational Health Score,” 
which it calculates on the basis of 
the employee data its badges collect 
and which it promises is “a proven 
formula to accelerate change and 
drive improvement.” 

Or perhaps you work for one of 
the health-care, retail, or financial- 
services companies that use soft-
ware developed by Receptiviti. The 
Toronto-based company’s mission 
is to “help machines understand 
people” by scanning emails and 
Slack messages for linguistic hints 
of unhappiness. “We worry about 
the perception of Big Brother,” 
Receptiviti’s CEO recently told 
the Wall Street Journal. He prefers 
calling employee surveillance “cor-
porate mindfulness.” (Orwell would 
have had something to say about 
that euphemism, too.) 

Such efforts at what its creators 
call “people analytics” are usually 
justified on the grounds of improv-
ing efficiency or the customer expe-
rience. In recent months, some 
governments and public health 
experts have advocated tracking 
and tracing applications as a means 
of stopping the spread of covid-19.

But in embracing these technol-
ogies, businesses and governments 
often avoid answering crucial ques-
tions:  Who should know what about 
you? Is what they know accurate? 
What should they be able to do with 
that information? And is it ever pos-
sible to devise a “proven formula” 
for assessing human behavior? 

Such questions have a history, 
but today’s technologists don’t seem 
to know it. They prefer to focus on 
the novel and ingenious ways their 
inventions can improve the human 
experience (or the corporate bottom 
line) rather than the ways people in 
previous eras have tried and failed 
to do the same. Each new algorithm 
or app is, in their view, an implicit 
rebuke of the past. 

The cult 
of human 
simulation

A new book on the history of “people analytics.”
By CHRISTINE ROSEN  /  Illustration by Andrea D’Aquino

If you work for Bank of America, or the US Army, 
you might have used technology developed by 
Humanyze. The company grew out of research 
at MIT’s cross-disciplinary Media Lab and 
describes its products as “science-backed 

analytics to drive adaptability.” 
If that sounds vague, it might be deliberate. Among the 

things Humanyze sells to businesses are devices for snooping 
on employees, such as ID badges with embedded RFID tags, 
near-field-communication sensors, and built-in microphones 
that track in granular detail the tone and volume (though 
not the actual words) of people’s conversations throughout 
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But that past can offer some 
much-needed guidance and humil-
ity. Despite faster computers and 
more sophisticated algorithms, 
today’s “people analytics” is fueled 
by an age-old reductive conceit: the 
notion that human nature in all its 
complexities can be reduced to a 
formula. We know enough about 
human behavior to exploit each 
other’s weaknesses, but not enough 
to significantly change it, except 
perhaps on the margins.  

If Then, a new book by Jill 
Lepore, a historian at Harvard 
University and staff writer at the 
New Yorker, tells the story of a 

forgotten mid-20th-century technol-
ogy company called the Simulmatics 
Corporation. Founded by a motley 
group of scientists and advertising 
men in 1959, it was, Lepore claims, 
“Cold War America’s Cambridge 
Analytica.” 

A more accurate description 
might be that it was an effort by 
Democrats to compete with the 
Republican Party’s embrace of the 
techniques of advertising. By mid-
century, Republicans were selling 
politicians to the public as though 
they were toilet paper or coffee. 
Simulmatics, which set up shop in 
New York City (but had to rent time 

Today’s “people analytics”  
is fueled by an age-old 

reductive conceit: the notion 
that human nature in all its 

complexities can be reduced 
to a formula. We know enough 

about human behavior 
to exploit each other’s 

weaknesses, but not enough 
to significantly change it.
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on IBM’s computers to run its cal-
culations), promised to predict the 
outcome of elections nearly in real 
time—a practice now so common 
it is mundane, but one then seen as 
groundbreaking, if not impossible.

The company’s name, a portman-
teau of “simulation” and “automatic,” 
was a measure of its creators’ ambi-
tion: “to automate the simulation of 
human behavior.” Its main tool was 
the People Machine, which Lepore 
describes as “a computer program 
designed to predict and manipulate 
human behavior, all sorts of human 
behavior, from buying a dishwasher 
to countering an insurgency to cast-
ing a vote.” It worked by developing 
categories of people (such as white 
working-class Catholic or suburban 
Republican mother) and simulating 
their likely decision-making. (Targeted 
advertising and political campaigning 
today use broadly similar techniques.)

The company’s key players were 
drawn from a range of backgrounds. 
Advertising man Ed Greenfield was 
one of the first to glimpse how the 
new technology of television would 
revolutionize politics and became 
convinced that the earliest comput-
ers would exercise a similarly dis-
ruptive force on democracy. Ithiel 
de Sola Pool, an ambitious social 
scientist eager to work with the gov-
ernment to uncover the secrets of 
human behavior, eventually became 
one of the first, prescient theorists 
of social networks.

More than any other Simulmatics 
man, Pool embodied both the ide-
alistic fervor and the heedlessness 
about norm-breaking that char-
acterize technological innovators 
today. The son of radical parents 
who himself dabbled in socialism 
as a young man, he spent the rest of 
his life proving himself a commit-
ted Cold War patriot, and he once 
described his Simulmatics work as 
“a kind of Manhattan Project gam-
ble in politics.” 

One of the company’s first big 
clients was John F. Kennedy’s pres-
idential campaign in 1960. When 
Kennedy won, the company claimed 
credit. But it also faced fears that 
the machine it had built could be 
turned to nefarious purposes. As 
one scientist said in a Harper’s mag-
azine exposé of the company pub-
lished shortly after the election, “You 
can’t simulate the consequences of 
simulation.” The public feared that 
companies like Simulmatics could 
have a corrupting influence on the 
democratic process. This, remem-
ber, was nearly half a century before 
Facebook was even founded.

One branch of government, 
though, was enthusiastic about the 
company’s predictive capabilities: 
the Department of Defense. As 
Lepore reminds readers, close part-
nerships between technologists and 
the Pentagon were viewed as neces-
sary, patriotic efforts to stem the tide 
of Communism during the Cold War.

By 1966, Pool had accepted a 
contract to oversee a large-scale 
behavioral- science project for the 
Department of Defense in Saigon. 
“Vietnam is the greatest social- 
science laboratory we have ever 
had!” he enthused. Like Secretary of 
Defense Robert McNamara (whom 
Barry Goldwater once referred to 
as “an IBM machine with legs” and 
who commissioned the research), 
Pool believed the war would be won 
in the “hearts and minds” of the 
Vietnamese, and that it required 
behavioral- science modeling and 
simulation to win. As Lepore writes, 
“Pool argued that while statesmen 
in times past had consulted philos-
ophy, literature, and history, states-
men of the Cold War were obligated 
to consult the behavioral sciences.” 

Their efforts at computer- 
enabled counterinsurgency were 
a disastrous failure, in large part 
because Simulmatics’ data about 
the Vietnamese was partial and its 

simulations based more on wish-
ful thinking than realities on the 
ground. But this didn’t prevent the 
federal government from coming 
back to Pool and Simulmatics for 
help understanding—and predict-
ing—civil unrest back home. 

The Kerner Commission, con-
vened by President Lyndon Johnson 
in 1967 to study the race riots that 
had broken out across the country, 
paid Simulmatics’ Urban Studies 
Division to devise a predictive for-
mula for riots to alert authorities to 
brewing unrest before it devolved 
into disorder. Like the predictions 
for Vietnam, these too proved dubi-
ous. By the 1970s, Simulmatics 
had declared bankruptcy, and “the 
automated computer simulation of 
human behavior had fallen into dis-
repute,” according to Lepore.

S
imulmatics “lurks behind 
the screen of every device” 
we use, Lepore argues, 
and she claims its creators, 

the “long-dead, white-whiskered 
grandfathers of Mark Zuckerberg 
and Sergey Brin and Jeff Bezos and 
Peter Thiel and Marc Andreessen 
and Elon Musk,” are a “missing link” 
in the history of technology. But 
this is an overreach. The dream of 
sorting and categorizing and ana-
lyzing people has been a constant 
throughout history. Simulmatics’ 
effort was merely one of many, and 
hardly revolutionary. 

Far more historically significant 
(and harmful) were 19th-century 
projects to categorize criminals, 
or early 20th-century campaigns 
to predict behavior based on pseu-
doscientific categories of race and 
ethnicity during the height of the 
eugenics movement. All these proj-
ects, too, relied on data collection 
and systematization and on part-
nerships with local and state gov-
ernments for their success, but they 
also garnered significant enthusiasm 
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from large swaths of the public, 
something Simulmatics never did. 

What is true is that Simulmatics’ 
combination of idealism and hubris 
resembles that of many contempo-
rary Silicon Valley companies. Like 
them, it viewed itself as the leading 
edge of a new Enlightenment, led by 
the people best suited to solve soci-
ety’s problems, even as they failed to 
grasp the complexity and diversity 
of that society. “It would be easier, 
more comforting, less unsettling, if 
the scientists of Simulmatics were 
villains,” Lepore writes. “But they 
weren’t. They were midcentury white 
liberals in an era when white liberals 
were not expected to understand 
people who weren’t white or liberal.” 
Where the Simulmatics Corporation 
believed that the same formula could 
understand populations as distinct 
as American voters and Vietnamese 
villagers, today’s predictive technol-
ogies often make similarly grandiose 
promises. Fueled by far more sophis-
ticated data gathering and analysis, 
they still fail to account for the full 
range and richness of human com-
plexity and variation.

So although Simulmatics did not, 
as Lepore’s subtitle claims, invent 
the future, its attempts to categorize 
and forecast human behavior raised 
questions about the ethics of data 
that are still with us today. Lepore 
describes congressional hearings 
about data privacy in 1966, when a 
scientist from RAND outlined for 
Congress the questions it should be 
asking: “What is data? To whom does 
data belong? What obligation does 
the collector, or holder, or analyst of 
data hold over the subject of the data? 
Can data be shared? Can it be sold?” 

Lepore laments a previous era’s 
failure to tackle such questions 
head-on. “If, then, in the 1960s, things 
had gone differently, this future might 
have been saved,” she writes, adding 
that “plenty of people believed at 
the time that a people machine was 

entirely and utterly amoral.” But it is 
also oddly reassuring to learn that 
even when our technologies were 
in their rudimentary stages, people 
were thinking through the likely con-
sequences of our use of them. 

As Lepore writes, Simulmatics 
was hobbled by the technologi-
cal limitations of the 1960s: “Data 
was scarce. Models were weak. 
Computers were slow. The machine 
faltered, and the men who built 
it could not repair it.” But though 
today’s people machines are “sleeker, 
faster, and seemingly unstoppable,” 
they are not fundamentally different 
from that of Simulmatics. Both are 
based on a belief that mathematical 
laws of human nature are real, in the 
way that the laws of physics are—
a false belief, Lepore notes:

[T]he study of human behavior 
is not the same as the study of 
the spread of viruses and the 
density of clouds and the move-
ment of the stars. Human behav-
ior does not follow laws like the 
law of gravity, and to believe 
that it does is to take an oath to 
a new religion. Predestination 
can be a dangerous gospel. The 
profit-motivated collection 
and use of data about human 
behavior, unregulated by any 
governmental body, has wreaked 
havoc on human societies, espe-
cially on the spheres in which 
Simulmatics engaged: politics, 
advertising, journalism, coun-
terinsurgency, and race relations.

While Simulmatics failed because 
it was ahead of its time, its modern 
counterparts are more powerful and 
more profitable. But remembering 
its story can help clarify the deficien-
cies of a society built on reductive 
beliefs about the power of data, and 
illuminate a path toward a dignified, 
vibrant, human future. 
Christine Rosen is senior 
writer at Commentary magazine 
and a senior editor at The 
New Atlantis: A Journal of 
Technology & Society.

Review

“The profi t-motivated 
collection and use of data 

about human behavior, 
unregulated by any 

governmental body, has 
wreaked havoc on human 

societies.”

SO20_review.indd   81 7/30/20   2:49 PM



SO20_Fiction.indd   82 7/27/20   3:25 PM



83

W
hen did the shadow begin to follow you? 

It did not touch you as a child, on those 
summer days spent climbing the pecan 
tree in your parents’ backyard. Nor did it 

touch you as a student seated in the wood-paneled 
lecture halls of law school. It kept its distance as 
the years passed, as you matured into responsi-
bilities, habits, tastes. 

You are given to formal attire. You are even- 
tempered and good at compartmentalizing. You do 
not speak more than you need to. You credit this to 
growing up an only child in the company of reticent 
adults. You have achieved what you are supposed 
to achieve—an office job, a house, a car. You have 
kept the same sedate occupation for two decades, 
parceling out the wealth of the dead amongst the 
living. You live in a semi-detached colonial with 
a gabled porch in a neighborhood of lawyers and 
professors. When you are not walking, you drive 
a Volvo—a solid, unpretentious vehicle. Only in 
establishing a family have you fallen short. Your 
wife became disturbed by your equanimity, mis-
taking your composure for lack of sentiment. In 
fact, you were deeply hurt when she left, though 
perhaps you did not show it. 

But with time the abandonment hurts less 
and less, especially as you find pleasure in your 
solitude. You follow your routines religiously. 

Weekend mornings begin with an unhurried 
breakfast, the Daily Inquirer, a walk. Once a 
week you drive to the allotment on the edge of 
the city where you grow marigolds and petu-
nias, tomatoes and broad beans. The company 
of your plants is as stimulating to you as that of 
friends, of which you have very few, as most of 
them left with your wife. But your true passion 
is the opera. You attend a performance twice a 
month, an indulgence which marks the passing 
of the weeks. Your emotions find catharsis in the 
opera—circumspectly, in the darkness. 

The opera house is as familiar to you as your 
own home. There are 11 rows of seats curving 
around the balcony where you like to sit. If it is 
available, you always purchase seat 56A, third 
row from the front, which affords as good a view 
as the first row but for a lesser price. It is an aisle 
seat, close to the exit, which means that you can 
be quick about leaving when the opera ends. 

The opera adds variety to your schedule. You 
know you will see an opera, but you do not know 
what you will feel, though you know that you will 
always feel something. 

The shadow first descends upon you on the 
night of a performance. You go to see Il Primo 
Omicidio. Alessandro Scarlatti, 1707. You read 
the pamphlet. “Evil has no recourse. Cain kills 
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his brother Abel and commits the first murder 
in the history of humankind …” 

A biblical opera is not normally to your taste. 
You prefer the passions of the great love affairs. Is 
it because you have failed at your own? And yet you 
go because you have heard of the world-renowned 
director. His name is Castellucci—a genius, or so 
the papers say. You were lucky even to find tickets. 

You ensconce yourself in the familiar darkness 
of the theater, though not in your usual seat, which 
has been booked by someone else. However, at 
63B you are not far from your accustomed vantage 
point. You settle in, feeling a thrill of anticipation 
in spite of the biblical genre.  

And indeed when the curtain rises you are 
taken aback. The first surprise is that Cain and 
Abel are women. Or, rather, women cast as men. 
Modern dress—slacks, dress shirts, the uniform 
of casual businessmen. Hair short and slicked 
sideways. The singers’ movements are protracted, 
drawn out. Biblical, epic gestures. The first mur-
der is epic not only because it is the first, but also 
because it is brother upon brother. 

The stage is mostly bare, except for when 
God appears, a pixelated white shadow against a 
dark backdrop. There is a glittering gold altar. It 
descends upside down, like a giant knife, above 
Cain and Abel. There is the scene of the sacrifice. 
Steam rises from two machines. And then, one 
stops. Cain’s sacrifice to Yahweh does not take. At 
the end of the opera you sit blinking until people 
trip over your legs. You stand, let them pass. You 
sit down again and stare at the stage, enthralled 
by the magic wrought on you.

When you find your parked car, you notice the 
smashed taillight. Accident or vandalism, it does 
not dampen your mood, though you instruct your-
self to take the car to the shop in the coming days. 

Shop lights whirl about you on the drive home. 
Laughter filters in from restaurant tables set out in 
the warm night. As you wait for lights to change, 
your eye falls upon a billboard. White letters illu-
minated by floodlights against a black backdrop. 
Trans-migration. Painless. Quick procedures. 
Human-animal. Male-female. Animate-inanimate. 
777-7777. The letters fog and fade out toward the 
top, miming a transmigration into the billboard. 
The light changes and you press on the gas. 

At home, you prepare for bed, still basking in 
the glow of the beautiful evening. Out of habit, you 
turn on the news. A video loops. A man, in the cage 
of his skin, running. A silent shot. Death. You are 

struck by the movements of the police officers and 
the man, which are hasty, inelegant. You think of the 
opera. The man’s end is neither epic nor biblical.

The magic of the evening gives way to the 
video. The feeling of contentment leaves you. 
Even when you turn off the news, the image of 
the man hangs in the emptiness. As you brush 
your teeth you pace up and down the hallway. 
You spit into the sink, wash off the foam around 
your lips. You think of how far removed your life is 
from that of the man in the video. You live in the 
good part of town, hold steady, well-compensated 
employment. You attend the opera, even travel to 
Europe on occasion. Your life is circumscribed. 
You go to bed, reassuring yourself that sleep will 
efface the image from your mind.  

But when light breaks your first thought is 
of the man. 

As you drink your coffee you guide your mind 
back to the opera, the cross-dressing Cain and 
Abel, the upside-down altar. You recall the wonder 
it evoked in you. You forget the video long enough 
to make the mistake of turning on the morning 
news. The video appears. You turn off the television. 
You switch on your phone but there, too, it plays. 

Over the next days you go to the office. You have 
gleaned from the news that the man in the video 
has left behind unpaid rent, traffic fines, credit card 
bills. To whom will this inheritance of debt pass? 

You drive to the allotment and attend to your 
flowers and vegetables. You cook lamb braised 
in wine. You read a biography of Michel de 
Montaigne. But as you go about your routines, 
you find that the man runs after you. In your sleep 
and in your waking moments, he runs toward you. 
Always he is present on the edge of your vision, 
or directly before your eyes. When he falls, he 
falls on top of your chest. 

One night you wake up gasping for air. You 
mistake the dampness along your neck for blood. 
When you go to the bathroom to splash water on 
your face, you look in the mirror and see that the 
skin has begun to crack. Hair’s-breadth cracks, 
almost invisible. It is age—you are growing old—
but you sense that the disintegration runs deeper.

You decide you must pull yourself together. A 
week after Il Primo Omicidio, you go to the opera 
again. When the bell rings you find your seat in 
the balcony. This time it is a light opera, befitting 
the mood you wish to enter. The singers under the 
spotlight divert your attention. Bewigged sopra-
nos and men in tights. The lead baritone hits a 
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depth in his throat that reverberates in your ribs. 
But, unusually for you, the opera leaves you cold.

At home, you make yourself a tea. You sink 
into an armchair and stare at the wall. You pick up 
your phone and play the video. You play it again 
and again. You cannot get enough. The clumsy 
escape, the raised gun. The death is real, and yet 
the movements seem like a pantomime, awkward 
and inadequate. 

You have always thought only of yourself. But 
why should you not? What has come over you? 
The man is dead. What use is it to dwell on it? It 
does not concern you. You are here, walking about 
the world. And yet each time the man runs, dread 
rises in your chest. Why did he not stay put? He 
would have been better off if he had.

The next morning is a Saturday. To avoid 
encountering more news of the man, you do not 
open the paper. Instead you go for your walk 
earlier than usual. The air is fresh outside; it has 
been raining. But even outside there is no relief. 
You sit on a park bench and stare at a desolate 
playground. Rain has swept children away. You 
think of the opera. Not the frivolous one you 
attended last night, but the other one. 

The women dressed as men come back to you. 
The billboard with the transmigrating print. You 
are familiar with the movement. People who enter 
into other bodies, selves—the bodies of animals, 
or the poor, or of women, or of men. A rebirth into 
a new identity. Those who transmigrate into the 
bodies of the less fortunate are accused of tour-
ism, voyeurism. Less is known about those who 
choose to go the other way. 

On Monday, from the office, you dial the num-
ber on the billboard. You explain what you want. 
The voice on the other end is briskly helpful—you 
are given an appointment. 

In the meantime you make arrangements. You 
give notice at work, making up a family emergency 
that requires you to move to the opposite coast. 
You have enough saved to get you through the 
next year at the very least. The opera is your one 
extravagance; otherwise you are parsimonious. 

Ten days later you arrive at a bare, white office 
space. You sit opposite a woman who flicks the 
pages of a magazine too quickly. You wonder what 
transmigration she is about to undertake—does 
she seek to accompany the dog that sits quietly 
panting at her feet? 

Before long an attendant calls you into a room. 
You change into a hospital gown behind a curtain. 

You put on glasses. Then you are instructed to lie 
on a hard bed—it looks like a sun bed. There is a 
cushion for the crooks of your knees, though not 
one for your head. 

You think of what you have glimpsed in the 
news this morning. The video has caused such 
an uproar that the policemen have been taken 
into custody. There are investigations. Politicians 
and police chiefs have been standing somberly 
before the press. The man’s mother and his wife 
weep in front of the cameras. 

The attendant draws the lid closed and you 
are cocooned in light. The bed hums and vibrates 
beneath your limbs. You close your eyes. 

When you wake up, you can feel a tingle along 
the skin between your fingers. The bed slides out 
and the attendant tells you to rise. She leads you 
to a mirror. You take off your glasses. A man stares 
back at you. His skin is not your own. His hair is 
dark, though peppered with gray at the crown. 
He mimics your movements—when you turn left, 
so does he. When you lift your chin, he follows. 
When you touch your shoulder, he reaches for his. 

But not everything has changed. You are still 
thin. You speak in the voice and register that 
belongs to your old self—well-enunciated, reso-
nant, its statements infiltrated by a formal, law-
yerly vocabulary. You feel familiar thoughts and 
impulses stir in you, and yet already you sense the 
effect of the mirrored reflection upon yourself, 
a reflection to which you are attracted, and from 
which, simultaneously, you recoil.  
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After you pay, you step out into the street. You 
blink, turn left and right, adjusting to your new 
body. You look boldly at those who walk past. An 
unmistakable spark comes into the eyes that flicker 
over you. A woman gives way on the pavement as 
you approach. A man barrels forward, seemingly 
oblivious to you, and you are forced to step aside. 

Your new identity involves much bureau-
cracy—driver’s license, passport, health insurance 
card must be updated, and so you stop to have 
your photo taken. You pose in front of a white 
background. Keep your lips closed, the photog-
rapher tells you. A flash. You put an envelope into 
your pocket. At home, you are startled anew at the 
strange face staring back at you, its tight smile 
melding into the regard of two mysterious eyes. 

Over the next few days the knowledge grows 
on you that you are mostly invisible. And when 
you are visible, eyes glance at you with a mindful 
apprehension—different from what you experi-
enced in your other body. You have sensed it all 
along, even before your transmigration—there is a 
fear that gives strength and a fear that takes it away. 

You look for your likeness in the world. You are 
present and absent in ways that are new to you. 
You pay attention to the cadences of the voices 
that address you. You brush against strangers in 
the street and see what reaction your touch evokes. 
You attend a neighborhood council meeting, just 
to see what happens when you rise to speak.     

You go to places you have frequented, and oth-
ers you have never been to. You visit the sour clerk 
at the coffee shop at which you are a regular. You 
have always wondered if his ill humor is reserved 
for you or is all encompassing. You step into an 
expensive restaurant and anticipate the hostess’s 
response. Will she give you the table by the window? 

On a walk, you wander into an unfamiliar 
neighborhood. You immediately sense the air 
thick with hostility. People stare at you. Is it the 
video looping in the news? You wait for the lights 
to change, resisting the temptation to look over 
your shoulder. You think of the man running. He 
had been strolling, too, when he had lost track of 
his surroundings and strayed into a neighborhood 
of elegant columned houses. A police car—lights 
whirling silently—had drawn up beside him.

You hurry out of the neighborhood, across 
the avenue that divides one section of town from 
another, relieved when you reach home. You have 
crossed over. Was it to rewrite the fate of the man 
in the video or to rewrite your own?   

A month into your transmigration, you read 
that Il Primo Omicidio has moved to a city two 
hours away. It is a final run. You are seized by 
the impulse to see it again. The opera, the video, 
the crossing over. They are mixed up together in 
your mind. Another viewing feels fitting, like the 
conclusion to a ritual.

 The opera house in the next city is larger. There 
are many hallways and entryways and balconies, 
and you get lost trying to find your way. You take 
your seat just in time and wait for the darkness 
to swallow you up. The curtain rises. A vast blue 
horizon comes into view. Cain and Abel march 
onto the stage. Again you experience the magic 
of the scenery, the upside-down altar sparkling 
under spotlights, the steam machines, the God 
on the projection screen. In the darkness, you 
forget who you are, what you have become. The 
lights come up. 

On the highway, the darkness is as complete 
as that in the theater. You cannot see your hands 
nor the tip of your nose, which is normally how, 
during those rare moments when you forget, you 
recall that you have crossed over.

There are few cars on the road. Fluorescent lane 
markings dart out at you hypnotically. You think of 
the murder scene—Abel sleeping in a field under 
starlight, blades of grass frozen in mid-motion as 
though snapped in a photograph on a windy day. 
Cain stealthily approaching, carrying a rock. 

Your hands on the steering wheel turn red, 
then blue. You glance at the rearview mirror. It 
takes you a moment to realize that the whirl-
ing lights are for you. You are confused only 
for an instant. The taillight. In the tumult of 
the previous weeks, you never visited the car 
garage. As you slow down you are tense with 
expectation. You have been waiting for this, or 
something like it. 

You come to a stop on the hard shoulder. The 
police car parks behind you. Your hands continue 
to flicker red and blue. You see a door open, an 
officer step out. You roll down your window. 
The noise of the highway washes away the cozy 
atmosphere of the car. The officer walks toward 
his own silhouette reflected in your side view 
mirror. The beam of his flashlight dances ahead 
of him. Finally he is at your window. The light is 
blinding. It hovers over you, dashes briefly into 
the car, then returns to your face. 

He asks for license and registration. And your 
moment of truth arrives. 

Fatin Abbas’s 
first novel, The 
Interventionists,  
is forthcoming 
from W.W. Norton. 
She lives in 
Berlin.
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No, we can’t 
all just get along 

The current trend toward 
technonationalism feels fairly 
recent, yet this publication has 
been returning to the problem in 
some form or another for almost 
90 years.

From “Machine-Age Politics”: The techno-
logical drive in government has broken 
down historical relations between politi-
cal units, just as it has changed the linkage 
between governors and governed. To be 
sure, the custom of parceling off the world 
and each country into little areas under 
separate rule continues unabated. In the 
United States this habit is responsible for 
the fierce battle always raging over states’ 
rights. In general it is responsible for the 
spirit of nationalism which so often sets 
the world aflame. But the cable, the railway, 
the radio, air mail, and their companions 
of iron and steel are steadily raising new 
questions respecting political boundaries. 
How far is ancient sectionalism compat-
ible with the operating requirements of 
modern technology? Here is a big issue 
for the future to face.

From “The Pressure of Numbers”: How can 
human behavior be directed into channels 
of concern for man to replace parochial 
group rivalries and hates? Clearly new pat-
terns of thought are needed as never before 
to meet the crises of our time. Most of the 
beliefs we hold so strongly are established 
by accident of birth and what we learn, 
hit or miss, before we are seven years old. 
Emotionally charged prejudices are prop-
agated from generation to generation by 
parental and adult authority and by the 
use of myths and symbols. The strongest 
beliefs one holds may bear little relation 
to the facts and realities of life as related 
to the common good. Irrational aspects of 
human behavior—chauvinistic nationalism 
and racial intolerance—keep us locked in 
patterns of conduct highly dangerous in 
the nuclear age, and dangerous in relation 
to other changes brought about by science.

From “Charting the Way the World Works”: 
At some level nearly everyone understands 
how the world works, yet governments 
do not often operate in accordance with 
their understanding. While knowing that 
the world is an interdependent, richly var-
ied system, we act as if it were made up 
of simple, separate pieces. Knowing that 
cooperation works better than competi-
tion, we continue to compete. Knowing 
that short-term results often differ from 
long-term ones, we go for the short-term 
payoff. Knowing that the environment 
flows through us with every drink, breath, 
and meal, we still think of nature as dis-
tinct from humanity. The earth is a diverse, 
abundant planet. However, the assumption 
that most pervades decision making in our 
era is scarcity. The reaction is to hoard 
and try to increase short-term production.
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